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ReTrust: Attack-Resistant and Lightweight Trust
Management for Medical Sensor Networks

Daojing He, Chun Chen, Sammy Chan, Jiajun Bu, and Athanasios V. Vasilakos

Abstract—Wireless medical sensor networks (MSNs) enable
ubiquitous health monitoring of users during their everyday lives,
at health sites, without restricting their freedom. Establishing trust
among distributed network entities has been recognized as a pow-
erful tool to improve the security and performance of distributed
networks such as mobile ad hoc networks and sensor networks.
However, most existing trust systems are not well suited for MSNs
due to the unique operational and security requirements of MSNs.
Moreover, similar to most security schemes, trust management
methods themselves can be vulnerable to attacks. Unfortunately,
this issue is often ignored in existing trust systems. In this pa-
per, we identify the security and performance challenges facing
a sensor network for wireless medical monitoring and suggest it
should follow a two-tier architecture. Based on such an architec-
ture, we develop an attack-resistant and lightweight trust manage-
ment scheme named ReTrust. This paper also reports the experi-
mental results of the Collection Tree Protocol using our proposed
system in a network of TelosB motes, which show that ReTrust not
only can efficiently detect malicious/faulty behaviors, but can also
significantly improve the network performance in practice.

Index Terms—Attack-resistance, medical sensor networks
(MSNs), network performance, security, trust management.

I. INTRODUCTION

NOWADAYS, sensor and wireless communication tech-
nologies are rapidly evolving and capturing new appli-

cation areas in the healthcare domain. Medical sensor networks
(MSNs) are becoming more popular and powerful, allowing for
ubiquitous usage of a wide range of medical applications, such
as chronic disease management. These networks allow for unob-
trusive and pervasive health monitoring of the users, enhancing
the quality of health monitoring systems [1] at hospital or in
other healthcare facilities.
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Meeting the strict security and performance needs of these
ubiquitous medical applications is a big challenge, since safety
and privacy of medical data have to be guaranteed all the way
from the sensor nodes (SNs) to the base station (BS), and the
system has to fulfill latency needs while limited resource of
SNs are expected [2]. Establishing trust among distributed net-
work entities has been recognized as a powerful tool to im-
prove the security and performance of distributed networks
such as mobile ad hoc networks (MANETs) and wireless sensor
networks (WSNs). A number of trust management protocols
have been proposed for Internet security (e.g., [3] and [4]),
MANETs (e.g., [5]–[7]), and WSNs (e.g., [8]–[11]). However,
very few trust management schemes have been proposed for
MSNs. To our knowledge, TrE [12] is the only trust-evaluation
model related to an MSN, which is proposed for secure mul-
ticast. We observe that since all these works (e.g., [3]–[12])
do not consider the unique operational and security require-
ments of MSNs, they might not be suitable for MSNs. More-
over, it should be noted that similar to most security schemes,
trust management methods themselves can be vulnerable to at-
tacks [13], such as bad-mouthing attack and on–off attack. How-
ever, most existing trust evaluation mechanisms (e.g., [3]–[12])
do not take these attacks into account. Due to these rea-
sons, there is a growing demand for adequate provision of an
attack-resistant and lightweight trust management protocol for
MSNs.

The major contributions of this paper are threefold.
1) We identify the security and performance challenges facing

a sensor network for wireless medical monitoring. Then, we
suggest a two-tier architecture for an MSN. The analysis shows
that it is indispensable for increasing overall network capacity
and scalability, reducing system complexity, and prolonging
network lifetime.

2) Based on the proposed two-tier architecture, we develop
an attack-resistant and lightweight trust management proto-
col named ReTrust which remedies the security and efficiency
weaknesses of existing trust systems. ReTrust is lightweight,
since it does not impose any additional overhead on the resource-
poor SNs and the trust calculation on master nodes (MNs) is
simple. To the best of our knowledge, this is the first attack-
resistant trust management protocol for MSNs.

3) We implement the Collection Tree Protocol (CTP) using
TrE and ReTrust, respectively, in a network of TelosB motes. Ex-
perimental results show that ReTrust not only effectively iden-
tifies malicious behaviors and excludes malicious/faulty nodes,
but also significantly improves the network performance in prac-
tice. To our knowledge, this is also the first implementation of
trust management system on the mote platform. Also, simulation
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results show that ReTrust can efficiently defend on–off attack
and bad-mouthing attack.

The rest of this paper is organized as follows. Section II gives
an overview of related works. Section III presents an overview
of MSNs and the threat model. The trust calculation of ReTrust
is described in Section IV. Section V describes the system struc-
ture of ReTrust in details. Then in Section VI, security analysis,
performance analysis, and functionality evaluation of ReTrust
are given. Section VII concludes this paper.

II. RELATED WORKS

Trust information of individual entities among distributed net-
works can be used to data aggregation [8], assist routing [10],
malicious node detection, and even time synchronization. Par-
ticularly, trust management has emerged as an essential com-
plementary function to cryptographic mechanisms.

The research on trust evaluation has been extensively per-
formed for a wide range of applications in Internet security,
including E-Commerce (e.g., [3]) and peer-to-peer networks
(e.g., [4]). However, empirical studies have demonstrated that
traditional security strategies for wired networks do not work
well in wireless networks, due to the special characteristics of
wireless communications [12]. In the literature, a number of
trust management protocols have been proposed for MANETs
(e.g., [5]–[7]) and WSNs (e.g., [8]–[11]). TrE [12] is the only
trust evaluation model related to an MSN, which is proposed for
secure multicast. By simulations, the authors have shown the
security and efficiency of TrE are better than currently accepted
trust schemes (e.g., [5]). Also, with regard to trust management,
the VITRUVIUS project [14] has explored the system properties
and behavior of the application components of the body hub.

Due to the unique features and application requirements of
MSNs (the detailed description will be given in Section V-A), all
these works ( [3]–[12]) are not suitable for MSNs. An example
is that with the commonly used battery-operated and low bit-
rate body SNs, only limited computation and communication
capability are available. However, all these trust management
protocols calculate trust in a fully distributed manner, in which
each SN not only monitors the behaviors of other nodes but also
manages the trust records for them. As a result, these mecha-
nisms [3]–[12] incur high costs on SNs in terms of processing
power, memory, bandwidth, and energy consumption, which do
not meet the resource constraints of the SNs of an MSN.

For TrE, each node needs to preselect some threshold val-
ues (e.g., κ and the scaling factor λ of TrE) that make their
scheme nonadaptive. Also, each node only relies on its direct
monitoring for calculating trust value, which makes it vulnera-
ble against collaborative attacks. Most importantly, the features
and application requirements of MSNs are not identified and
considered in the design of TrE. Therefore, TrE is too simple
to ensure the security and efficiency of MSNs. Moreover, in the
design of most existing trust systems (e.g., [3]–[12]), security
vulnerabilities of a trust system (e.g., bad-mouthing attack and
on–off attack) are not considered.

Fig. 1. Schematic diagram of an MSN.

III. OVERVIEW OF MSNS AND THREAT MODEL

A. Overview of MSNs

An MSN accommodates tens or hundreds of users’ body
sensor networks (BSNs) [15], other SNs (e.g., sensing the tem-
perature of a specific room) and relay nodes. Each BSN mainly
consists of tiny wireless SNs that are placed in, on, or around
a patient’s body. These sensors consistently monitor patients’
physiological activities and actions, such as health status and
motion pattern. The sensed data from all BSNs may be sent to
one local server for data processing, aggregation, or permanent
records. Wireless sensors could replace existing wired telemetry
systems for many specific medical applications, such as long-
term ambulatory monitoring. Fig. 1 depicts an exemplary hospi-
tal MSN [16]. The emergence of low-power, single-chip radios
based on the bluetooth and 802.15.4 standards has precipitated
the design of small-networked medical sensors.

B. Threat Model

We assume that MSNs potentially face many threats, due to
the sensitive nature of the data they collect and the broadcast
nature of the wireless communication environment. The threats
originate from two sources: active and passive attackers. Active
attackers have the capability to drop messages, modify mes-
sages, inject forged messages, replay old messages, send a large
volume of bogus packets to jam the communication channels,
compromise nodes, or spoof nodes. Active attackers not only
invade patients’ privacy but also suppress legitimate data or in-
sert a bogus one into the network leading to unwanted actions
(e.g., drug delivery) or blocking legitimate actions (e.g., noti-
fying doctor in case of an emergency). In this paper, the terms
action and behavior are used interchangeably. On the other hand,
although passive attackers do not try to interfere with the func-
tions of the MSN, they are capable of eavesdropping on all traffic
within an MSN. Also, they may potentially be able to perform
offline cryptanalytical attacks to access confidential data being
communicated, thereby invading patients’ privacy.
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Similar to most security schemes, trust management methods
themselves can be vulnerable to attacks such as bad-mouthing
attack, on–off attack, sybil attack and newcomer attack. In bad-
mouthing attack, malicious parties may provide dishonest rec-
ommendations to frame good parties and/or boost trust values
of malicious peers. On–off attack means that malicious entities
behave well and badly alternatively, hoping that they can remain
undetected while causing damage. In sybil attack, a malicious
node creates several faked IDs for the trust management system.
If a malicious node can easily register as a new user, trust man-
agement suffers from the newcomer attack in which a malicious
node can easily remove its bad history by registering as a new
user. The former two attacks should be considered in the design
of a trust management protocol. However, the defense against
the latter two attacks does not rely on the design of trust man-
agement, but on authentication and access control [17], which
make registering a new or faked ID difficult.

IV. TRUST CALCULATION OF RETRUST

In this section, we present the trust calculation procedure of
ReTrust in details.

A. The Definition of Trust

Trust is defined as a belief level that one node can put on
another node for a specific action according to previous direct
or indirect information from observation of behaviors [18]. The
belief level is the extent to which one node believes that another
node is willing and able to obey the protocol and act normally.
For example, regarding forwarding packets, node x observes
that node y forwards some packets for it normally and drops
the remaining packets, which is specified as direct information.
This can be done either through overhearing, or based on link
layer acknowledgement.

The trust record stores information about trust relationships
and associated trust values. A trust relationship is always es-
tablished between two parties for a specific action. That is, one
party trusts the other party to perform an action. In this work,
the first party is referred to as the subject and the second party as
the agent. The notation {subject:agent, action} is used here
to represent a trust relationship. For each trust relationship, a
numerical value T (subject:agent, action), referred to as trust
value, describes the level of trustworthiness. There are two com-
mon ways to establish trust in wireless networks. First, when
the subject can directly observe the agent’s behavior, direct trust
can be established. Second, when the subject receives recom-
mendations from other entities about the agent, indirect trust
can be established. In this paper, a trust value is considered to
be an integer in [0, λ], where 0 denotes the most untrusted state,
while λ denotes the most trusted state. In our experiments, we
set λ = 100.

Next, we describe the calculation of direct, recommendation,
and indirect trusts.

Fig. 2. Sliding time window scheme of ReTrust.

B. Attack-Resistant Management of Direct Trust

We assume a node x observes that the numbers of successful
interactions and failed interactions of node y are s and f , re-
spectively. According to the beta-function-based method [19],
the direct trust value can be calculated as Tx,y = s+1

s+f +2 . If s =
f = 0, then Tx,y = 1

2 . However, we observe that the network
traffic conditions (e.g., congestion and delay) should not affect
the trust attached to a node. This means that the trust calculation
should not emphasize the timing information of each interac-
tion too rigidly. Additionally, a node’s historical trust values
should be taken into account in order to measure its current
trustworthiness. To solve these issues, we use a sliding time
window concept in the trust calculation as follows. The time
window �T is used to measure the number of successful and
failed interactions. It consists of several time units. The inter-
actions that occur in each time unit within the time window
are recorded. After a unit of time elapses, the window slides
one time unit forward, thereby dropping the interactions done
during the first unit. Thus, as time progresses, the window for-
gets the experiences of one unit but adds the experiences of the
latest time unit. The window length could be made shorter or
longer based on network analysis scenarios. A sample scenario
of the ReTrust time window scheme is illustrated in Fig. 2. The
time window �T consists of four units. During the first unit of
�t1 , the numbers of successful and failed interactions are 6 and
2, respectively. After the elapse of the first unit, the new time
window �t2 drops the interaction values that took place during
the very first unit of �t1(s = 6, f = 2) and only considers the
values of the last three units of �t1 plus values of one recent
unit added on the right (s = 4, f = 4).

With this time window information, the time-based past in-
teraction trust value Tx,y of node y at node x that lies on [0, λ]
is defined as

Tx,y =
⌊
λ×

∑m
j=1βj× sj

x , y +1
sj

x , y +f j
x , y +2∑m

j=1βj

⌋
(1)

where �u� returns the largest integer which is smaller than or
equal to u, sj

x,y is the number of successful interactions of node
x with y during the jth unit of �t, and fj

x,y is the number
of failed interactions of node x with y during the jth unit of
�t. The parameter m is the number of time units in each time
window �t. For example, m = 4 in Fig. 2. Here, we introduce
0≤βj ≤ 1 as the aging factor, which describes that the trust
value made long time ago should carry less importance than
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the trust value made more recently. Therefore, β1 <β2 . . .<βm .
When node y’s behavior changes rapidly, the observations made
long time ago are not very useful for predicting node y’s future
behavior. In this case, βj should increase at a faster rate with
j, and vice versa. The use of the aging factor provides a way
to capture dynamic changes in node y’s behaviors. Here, for
βj , we use the exponential decrease method to deemphasize old
observations. More specifically, βj = ϕm−j , where 0 < ϕ < 1.

In most trust calculation procedures [e.g., (1)], bad behav-
ior can be compensated with good behavior, malicious nodes
can take advantage of it and behave well and badly alterna-
tively. Hence they can remain trusted while behaving badly.
Thus, to resist on–off attack, the calculation of Tx,y is mod-
ified as follows. Instead of using a fixed aging factor, we set

βj = βj × (1 − pj ), where pj = sj
x , y +1

sj
x , y +f j

x , y +2
. The idea of such

a defense is that not only the trust value made long time ago
should carry less importance than the trust value made more
recently, but also bad behavior is remembered for a longer time
than good behavior. As a result, Tx,y is given by

Tx,y =
⌊
λ ×

∑m
j=1βj × (1 − pj ) × pj∑m

j=1βj × (1 − pj )

⌋
. (2)

C. Attack-Resistant Management of Recommendation Trust

Recommendation trust is a special type of direct trust. It
is set for trust relationship {subject: agent, making correct
recommendations}. There are two ways for node x to obtain
the recommended trust value of node y about performing an
action act from other nodes. One is that node x checks its trust
records and then selects a set of nodes, denoted by Ψ, which
have the trust value larger than a threshold. Subsequently, node
x transmits a recommendation request message to Ψ through
multicasting. Obviously, the identity of node y and the other
related information (e.g., the action act) should be added into
the recommendation request. Upon receiving a request message,
the qualified nodes will reply if they have information needed
by node x. The other approach is that node x broadcasts a
recommendation request message to its neighbors and waits for
replies. Node x sets the hop number h of the recommendation
request message propagation and then adds h to the request
message. Upon receiving a request message, the neighbors will
reply if they have information needed by node x. At the same
time, they will update the hop field of the request message as
h = h − 1. If h > 0, they will forward the request message to
their one-hop neighbors; otherwise, they will simply drop the
request message.

Next, the subject judges whether a recommendation from the
agent is correct or not. If node x can detect that the recommenda-
tion reported from node yi is false, node yi’s recommendation is
evaluated to be bad; otherwise, node x believes node yi’s recom-
mendation is good. This judgment is done by outlier detection
schemes (e.g., checking consistency between observations and
recommendations, or among multiple recommendations). We
consider a simple checking among multiple recommendations
as an example as follows.

Suppose that node yi is a one-hop neighbor of node x and
node yi has a trust value Tp

yi ,z
of node z about performing packet

forwarding, node x broadcasts the recommendation request for
node z in the one-hop area and then receives Tp

yi ,z
, where

i∈{1, . . . , n}. After that, node x calculates the mean me and the
standard deviation sd of the dataset {Tp

y1 ,z , T
p
y2 ,z , . . ., T

p
yn ,z}.

The recommendations within [me − 2× sd,me + 2× sd] are
evaluated to be good.

Thus, same as (2), the subject x computes the recommenda-
tion trust value of the agent yi , where sj

r and fj
r are the number

of good and bad recommendations received from the agent yi

during the jth unit, respectively.
As long as recommendations are taken into consideration,

ReTrust employs the following two mechanisms to defend
against bad-mouthing attack. On the one hand, as described
earlier, recommendation trust is treated separately from regular
direct trust, and can only be established based on previous rec-
ommendation behaviors. Thus, the subject can detect and isolate
the malicious nodes who have provided bad recommendations.
On the other hand, only good recommendations are used in the
calculation of indirect trust described below.

D. Attack-Resistant Management of Indirect Trust

Indirect trust can be established between two nodes that
have not previously interacted since trust is transitive. For ex-
ample, node y observes the behavior of node z about per-
forming action act and makes recommendation to node x as
Tact

y ,z = T (y : z, act) [calculated by (2)]. Node x trusts node y
with T{x : y, making correct recommendations}(=Rx,y ). The
calculation of the recommendation trust Rx,y has been given in
Section IV-C. The question is how much node x should trust
node z to perform the action act. With the recommendation trust
value Rx,y as the weight of indirect information received T act

y ,z ,
one way to calculate Tx,y ,z = T (x : z, act) is

Tx,y ,z =
⌊

Rx,y ×T act
y ,z

λ

⌋
. (3)

This phenomenon is called trust propagation. Indirect trust is
established through trust propagation. Many trust models have
been proposed to determine how to calculate indirect trust be-
tween two nodes from trust propagation paths. To prevent bad-
mouthing attack, a necessary condition to trust propagation is
added into the indirect trust calculation. That is, trust can prop-
agate along path x–y–z if the recommendation trust between
node x and y is greater than a threshold. In a general multihop
recommendation path, this condition is held in each intermedi-
ate node. For example, trust can propagate along path x–y–z–w
if the recommendation trust between node x (respectively, y)
and y (respectively, z) is greater than a threshold.

V. SYSTEM STRUCTURE OF RETRUST

A. Unique Features and Application Requirements of MSNs

In this section, some differences between MSNs and
MANETs (respectively, WSNs) are listed as follows [20]. 1)
Latency: this requirement is dictated by the applications, and
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may be traded for improved security and energy consumption.
However, while energy conservation is always important, re-
placement of batteries in MSNs nodes is much easier done than
that in WSNs, whose nodes can be physically unreachable after
deployment. Thus, it may be necessary to maximize battery life
time in a WSN at the expense of higher latency. 2) Flexibility:
noninvasive sensors can be used to automatically monitor phys-
iological readings, which can be forwarded to nearby devices
(e.g., a PDA or mobile phone) according to application require-
ments. 3) Effectiveness and efficiency: the signals that body
sensors collect can be effectively processed to obtain reliable
and accurate physiological estimations. Also, their ultra-low
power consumption makes their batteries long lasting.

B. Two-tier Network Architecture

Some security studies on MSNs such as MITHril [21] and
SMART [22] utilize cables to directly connect multiple body
sensors with an actuator node (e.g., a PDA). Alternatively, the
CodeBlue project [23] stipulates that body sensors directly com-
municate with the BS without involving any actuator node. Also,
the VITRUVIUS project [24] suggests that body sensors are
connected to a hub and the hub is used as a gateway. Generally,
the architecture of an MSN is considered to be a flat network as
suggested earlier in [2], [12], [16] and [24]–[26].

Different from the previous works (e.g., [2], [12], [16] and
[21]–[26]), we suggest an MSN should follow a two-tier ar-
chitecture, which is a kind of hierarchical network. The whole
network region is partitioned into a collection of cells, each
containing an MN in charging of a number of SNs. SNs are
mainly responsible for sensing tasks, while MNs perform more
resource-demanding computation and communication tasks. We
assume that MNs and SNs know their affiliated cells. Note that
tiering does imply physical clustering, each SN only commu-
nicates with a sole MN. MNs and SNs differ significantly in
their resources. In particular, MNs have abundant resources in
storage, energy (e.g., a heavy-duty battery or solar panel), and
computation. Also, each MN can communicate with neighbor-
ing MNs via relatively long-range, high-rate 802.11-like radios,
thus forming an upper-tier multihop network. In contrast, SNs
are much more constrained in every regard. Additionally, we
assume that time is divided into epochs. At the end of each
epoch, each SN submits to its affiliated MN all the data (if any)
it generated during that epoch through a single-hop, low-power,
low-rate, short-distance radio-link-like CC1100 or 802.15.4. For
example, in an MSN, each BSN is a cell, in which the user has
one MN (e.g., Imote2 node, PDA, iPhone or mobile phone)
attached to his/her body or bedside. The MN is connected to
several or tens of medical SNs through one-hop communication
links, which take samples of the user’s health data. Fig. 3 shows
a two-tier architecture of an MSN.

Compared to the previous approaches (e.g., [2], [12], [16],
and [21]–[26]), such a two-tier architecture is indispensable for
increasing overall network capacity and scalability, reducing
system complexity, prolonging network lifetime and ensuring
the security and privacy. For example, tiers are fundamental to
scaling the whole network size and spatial extent, since MNs

Fig. 3. Proposed two-tier architecture of an MSN.

collectively have greater network capacity and larger spatial
reach than a flat (non-tiered) field of SNs. Also, it can achieve
substantial power saving at the body sensors as they only have to
transmit over a short range. Additionally, such an ad hoc-based
architecture facilitates fast deployment when encountering a dy-
namic environment, such as medical emergency care response,
or at a disaster site. More importantly, in a BSN, user’s MN
can be configured with an access policy that controls who has
privilege to access the medical data within his/her BSN.

C. Overview of ReTrust

Obviously, the SNs in an MSN cannot manage the trust
records of other nodes due to the limited resource. So, different
from traditional trust management systems [3]–[12], ReTrust
only requires the MN of each cell to manage the trust records
of other MNs and all cell member SNs, that is, ReTrust works
with two topologies. One is the intracell topology, where an MN
manages the trust records of all the cell member SNs based on
past direct interaction. The other is intercell topology, where
each MN manages the trust records of other MNs based on past
direct observation, recommendation, and indirect interaction.

D. Trust Management in the Intracell Level

As described in Section IV-B, in a cell, each cell member
SN is within the transmission range of the MN and vice versa.
Thus, in ReTrust, only direct information from observation of
behaviors of each SN is employed to calculate its trust value.
There are many possible actions SNs would carry out in a cell
of MSNs depending on different applications. According to the
features of an MSN, data processing is introduced into the trust
management. The detailed description is given as follows.

The quality of the data (e.g., temperature and light) reported
by an SN can be used to represent the node’s behavior in
data processing task. In a cell, the MN can detect whether
the data reported from an SN during a time unit is false. If
yes, the interaction of the node is failed; otherwise, this is a
successful interaction. This detection is often done through out-
lier detection (e.g., checking consistency among multiple data).
Obviously, through replacing multiple recommendations with
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multiple data, the simple checking described in Section IV-C
can also be employed here.

According to the aforementioned analysis, the MN in each
cell can manage the trust records of all the cell member SNs
about performing multiactions. It should be noted that bad be-
haviors are not equally bad. For example, if an SN submits false
sensing data, even one bad behavior should be sufficient to ex-
clude this SN from the network. On the other hand, if an SN
drops some packets, we are not sure whether this SN is really
malicious or not. Thus, in order to allow for different appli-
cation circumstances, there is an apparent necessity to weigh
each action relative to the magnitude it endows on the total trust
value. Here, we assume an MN A calculates the total trust value
T total

AB of its cell member SN B associated with multiactions as
follows:

T total
AB = ε1 ×T (A : B, act1) + · · · + εp ×T (A : B, actp)

(4)
where εi (1≤ i≤ p) are weights for each of the actions,
0≤ εi ≤ 1, and

∑p
i=1εi = 1. Each weight is proportional to the

significance of an action to the calculation of the total trust
value. The larger the weight of a specific action, the more im-
portant that action is to the total trust value and vice versa. It
is suggested that the weight of each action should be carefully
chosen according to the specific application scenario.

E. Trust Management in the Intercell Level

As described in Section IV-A, each MN manages the direct
trust records of its one-hop neighboring MNs through observing
their behaviors. At the same time, as described in Sections IV-B
and C, each MN manages the recommendation and indirect trust
records of its non-one-hop neighboring MNs. Also, each MN
submits all these records to the BS. Upon receiving these infor-
mation, the BS can run some efficient centralized mechanism to
detect the malicious MNs. An example mechanism is the well-
known alerts reasoning algorithm [27], which takes the form
(t, MN1 , MN2), indicating that MN1 observes an abnormal ac-
tivity of MN2 at time unit t (e.g., the trust value of MN2 about
performing an action act is lower than a threshold). This algo-
rithm takes into account the possibility that compromised nodes
may collude at will. Comprehensive experiments of [27] have
shown that this algorithm is optimal in the sense that it identifies
the largest number of compromised nodes without introducing
false positives.

VI. SECURITY ANALYSIS, EFFICIENCY ANALYSIS, AND

FUNCTIONALITY EVALUATION

A. Security and Efficiency Analysis

Recently, a number of mechanisms (e.g., [17], [28], and [29])
based on traditional cryptographic technique (e.g., symmetric
cryptography, digital signature) have been proposed to protect
the security of MSNs. Obviously, similar to most trust manage-
ment protocols, these techniques can be directly employed in
ReTrust to ensure the confidentiality, integrity, authentication,
access control, and nonrepudiation. Thus, not only can ReTrust
prevent the attackers from eavesdropping, dropping, modify-

ing, injecting, and replaying messages, but also resist sybil and
newcomer attacks on trust evaluation methods.

Also, ReTrust can provide many security and privacy protec-
tion. For example, within a cell, the MN will be able to manage
the direct trust records of the member SNs and detect bad SNs.
Also, each MN can manage the trust records of other MNs and
detect bad MNs. Thus, trust management helps to select trusted
en route MNs through which the sender will forward data to the
BS. The prediction of nodes’ future behavior directly determines
the risk faced by the MSN [respectively, a specific cell (e.g., one
user’s BSN)]. Thus, stronger security mechanisms should be
employed when risk is high. Additionally, with the assessment
of trustworthiness of individual network entities, it is possible to
evaluate the trustworthiness of the MSN (respectively, a specific
cell).

Moreover, ReTrust is lightweight in two aspects. First, dif-
ferent from all existing trust management approaches (e.g.,
[3]–[12]), ReTrust does not impose any additional overhead
on the SNs. Second, as described in Section V, the trust man-
agement just runs on each resource-rich MN, and the trust cal-
culation is simple.

B. Malicious Node Detection

We investigate the management of trust records by simula-
tion that reveals important insight into the effects of several
attack/antiattack methods presented earlier in the text. The sim-
ulation is set up as follows. Each MN randomly selects one of its
neighbors to transmit packets. Suppose that MN A asks MN B
to forward packets, MN A can observe how many packets B has
forwarded. Next, MN A manages its trust record T (A: B, packet
forwarding) according to (2). At the same time, as described in
Sections IV-C and D, MN A manages the trust records of two-
hop neighbor MNs. In our experiment, a legitimate MN drops
the packets from other MNs with packet drop ratio less than
10%. A malicious MN drops the packets from legitimate MNs
with a packet drop ratio of 75%. Each sliding window consists
of ten time units. If the trust value is less than 30, the MN is
evaluated to be malicious; otherwise, the MN is evaluated to be
legitimate. In this simulation, the number of forwarded packets
in each time unit is set to 500.

Here, we introduce a metric MND to describe the malicious
node detection performance. Let D denote the set of malicious
MNs that MN A (which is randomly chosen from the legitimate
MNs) has detected. M denotes the set of malicious MNs, which
are MN A’s neighbors. Then, MND is defined as |D|

|M | . Thus,
MND is a real number in [0, 1].

1) On–Off Attack: Here we add a pseudorandom number
generator (PRNG) for each malicious MN, which randomly
generates a number ranging from 0 to 1 for each time unit. For
the generated random number, when it is less than 0.2, the MN
behaves badly (i.e., drops the packets) in the time unit. Also, in
each ten time units (i.e., each sliding window), each malicious
MN behaves badly for more than two time units. For the system
to reach the steady state, the simulation first runs for 200 time
units and then on–off attacks are launched (the simulation then
runs for 300 time units). Two systems are compared: 1) on–off
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Fig. 4. Effect of the number of MNs on system stability when the system is
under on–off attack (the percentage of malicious MNs is fixed at 33.3%).

Fig. 5. Effect of the number of malicious MNs on system stability when the
system is under on–off attack (the number of MNs is fixed at 300).

attack with (1) (i.e., the defense against on–off attack is not
added) and 2) on–off attack with (2) (i.e., the defense against
on–off attack is activated). To show the stability of the system
as it scales up, we verify the MND against the number of MNs
with a fixed % of malicious MNs (33.3% in our experiment). As
shown in Fig. 4, compared to (1), the MND with (2) increases
much more quickly and can achieve 100% after a short time
(i.e., about 50 time units). With the increase of the number of
MNs, the ReTrust system with (2) remains stable.

In Fig. 5, we plot the MND against the number of malicious
MNs with a fixed number of MNs (i.e., 300 MNs). Similarly,
compared to (1), MND with (2) increases much more quickly
and can achieve 100% after a short time (i.e., 66 time units).
With the increase of the number of malicious MNs, the ReTrust
system with (2) remains stable.

2) Bad-Mouthing Attack: Here, we consider a smart adver-
sary, where it does not launch bad-mouthing attack constantly,
in order to protect itself from being detected. Thus, as described

Fig. 6. Effect of the number of MNs on system stability when the system is
under bad-mouthing attack (the percentage of malicious MNs is fixed at 33.3%).

earlier, we also add a PRNG for each malicious MN. For the
generated random number, when it is less than 0.2, the MN
behaves badly (i.e., submit incorrect recommendations) in the
time unit. In a bad-mouthing attack, to frame good parties, ma-
licious MNs will reduce the trust values of honest MNs by 20
through recommendation (of course, the trust value of a honest
MN should be more than 30). Also, in each sliding window,
each malicious MN behaves badly for more than two time units
(i.e., submits two incorrect recommendations). The adversary
may launch bad-mouthing attacks from the beginning of the
simulation.

Fig. 6 shows the MND against the number of malicious MNs
with a fixed % of malicious MNs (33.3% in our experiment).
The MND with the ReTrust system increases very quickly and
can achieve 100% after a short time (i.e., 9 time units). With
the increase of the number of MNs, the ReTrust system remains
stable.

Fig. 7 shows the MND against the number of malicious MNs
with a fixed number of MNs (i.e., 300 MNs). The MND with
ReTrust system increases quickly and can achieve 100% after a
short time (i.e., 21 time units). With the increase of the number
of MNs, the ReTrust system remains stable.

C. Network Throughput Improvement

We evaluate network throughput improvement by implement-
ing the CTP using ReTrust on an experimental test bed.

In an MSN, the collection of medical data from each SN to
the BS can be done using the traditional CTP. As the reference
routing protocol for TinyOS 2.x [30], CTP has been strenuously
tested and shown to work well in mote networks. We use an
indoor test bed consisting of 20 cells and a BS (performed by a
TelosB mote) to compare the performances of traditional CTP,
the CTP using TrE and the CTP using ReTrust. Each cell consists
of an MN (performed by one TelosB mote) and two cell member
SNs (performed by two TelosB motes). The TelosB mote has an
8-MHz CPU, 10 kB RAM, 48-kB ROM, 1 MB of flash memory,
and an 802.15.4/ZigBee radio. These motes run TinyOS 2.1.0.
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Fig. 7. Effect of the number of malicious MNs on system stability when the
system is under bad-mouthing attack (the number of MNs is fixed at 300).

We deploy 20 MNs in a 4× 5 grid, where the separation between
neighboring grid points is about 0.5 m. Among the 20 MNs, the
possible number of malicious nodes is from 0 to 4. For each
SN, the delivery rate of packets is based on the random sending
mechanism of CTP, which is about 0.34 packets/s. The data
collecting MNs are located along one edge (width) of the grid,
which are far from the BS. The BS calculates the average packet
delivery ratio (PDR) every 30 s.

In this implementation, we focus on the TestNetwork module
which employs CTP as its collection protocol. The malicious
MNs perform gray-hole attack, i.e., randomly dropping 85%
packets passing through them. Same as the legitimate MNs, ma-
licious MNs will acknowledge the packets that they received. It
should be noted that different from malicious MNs, congested
MNs notify neighbors about network congestion. Note that tra-
ditional CTP cannot observe the packet dropping behavior of
malicious nodes, although it employs the bidirectional expected
transmissions (ETX) scheme. A more detailed explanation is
given as follows. CTP contains three main subsystems: link es-
timator, routing engine, and forwarding engine [30]. Routing
estimation and selection mainly depend on link estimator. Link
estimator uses link qualities to evaluate the neighbors based on
beacons and acknowledgements (Acks). Since a malicious node
can also echo Acks as a legitimate one, this can cause its chil-
dren to choose it as their parent. Additionally, traditional CTP
restricts a parent for deciding whether its children are legitimate
ones. Hence in traditional CTP, a malicious node can disguise
as a good one, while probably causing a great amount of data
missing in MSNs.

For simplicity, here, we only consider the case in which each
MN manages trust records of its one-hop neighbor MNs by ob-
serving their packet-forwarding activities as described in Sec-
tion V-E. The number of time units in each time window (m) is
set to 10. To introduce ReTrust, we have modified the basic CTP
as follows. A trust value about performing packet forwarding
is attached to each member of the neighbor table of each MN.
While deciding the next hop of a route, each MN, say MN1 , will

Fig. 8. Network throughput with and without ReTrust.

choose a threshold value as the trust requirement of the next
hop node of this route. MN1 then checks the total trust values of
all of its one-hop neighboring MNs and selects those neighbors
which meet this trust requirement. After that, MN1 checks the
qualified MNs’ ETX and the MN with the best ETX will be cho-
sen as the next hop of this route. We modify Routing Engine and
Link Estimator modules of CTP to achieve the aforementioned
goals.

In the first experiment, three systems are compared: 1) tra-
ditional CTP without malicious MNs, 2) the CTP without trust
management but with four malicious MNs which will be ran-
domly chosen, 3) the CTP with four malicious MNs and ReTrust.
Fig. 8 shows the percentage of successfully transmitted packets,
which represents network throughput, as a function of time. Ob-
viously, malicious MNs can significantly degrade the network
throughput of traditional CTP. After employing ReTrust, the
network throughput can be recovered because the CTP using
ReTrust efficiently avoids choosing malicious MNs as parents
to forward packets to the BS. Also, when the execution time
increases, ReTrust can bring the network performance close to
that with no malicious MNs very quickly because more accurate
trust records are built up over time.

In the second experiment, we change the total number of mali-
cious MNs from 0 to 4 and the malicious MNs will be randomly
chosen. Three systems are compared: 1) traditional CTP; 2) the
CTP using TrE; 3) the CTP using ReTrust. Fig. 9 shows the
percentage of packets successfully transmitted. The experiment
lasts about 1920s. Obviously, malicious MNs can significantly
degrade the performance of basic CTP and the CTP using TrE.
Even with two malicious MNs (10% of total MNs), the aver-
age PDR of these two mechanisms can be as low as 60%. The
reasons for this are as follows. First, TrE considers successful
packet forwarding but not taking failed packet forwarding into
account. Second, in TrE, it is difficult for each MN to choose a
proper threshold for trust calculation. Third, the packet forward-
ing behavior of an MN is not considered in traditional CTP. It
can be seen that using ReTrust to build and utilize trust records
about performing packet forwarding can greatly improve the
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Fig. 9. Network throughput with different number of malicious MNs.

Fig. 10. Network throughput with different number of malicious MNs per-
forming on–off attack.

performance. The main difference between these three systems
is that, compared to the traditional CTP and CTP using TrE, the
CTP using ReTrust efficiently avoids choosing malicious MNs
as parents to forward packets to the BS. This experiment also
indicates that ReTrust can efficiently detect bad nodes and then
isolate them.

The robustness of ReTrust based on (2) under on–off attack
is investigated in the third experiment. We change the total
number of malicious MNs from 0 to 4 and the malicious MNs are
randomly chosen. Different from the second experiment, here
malicious MNs drop packets through performing on–off attack.
Specifically, malicious MNs behave well 30 s and behaves badly
30 s alternatively. Four systems are compared: 1) traditional
CTP, 2) the CTP using TrE, 3) the CTP using ReTrust based on
(1), and 4) the CTP using ReTrust based on (2). The experiment
also lasts about 1920s. Fig. 10 shows that with the increase of
the number of malicious MNs, the network throughput of the
former three mechanisms falls. When there are three malicious

MNs (15% of total MNs), the average PDRs of the former two
mechanisms are as low as 68%, while the average PDRs of the
latter two systems are 79% and 90%, respectively. Even with
four malicious MNs (20% of total MNs), the average PDR of
the CTP using ReTrust based on (2) can be as high as 89%. This
is because, by introducing the defense against on–off attack,
the trust value keeps track of the malicious MNs’ current status
after the entities alter their activities. Therefore, we can see that
ReTrust based on (2) can efficiently resist on–off attack.

VII. CONCLUSION

With the emergence of widespread use of MSNs, the need of a
proper trust management protocol is strongly felt. In this paper,
an attack-resistant and lightweight trust management scheme
named ReTrust for MSNs has been proposed. The security
analysis and experimental results have shown that ReTrust is
feasible for enhancing the security and network performance of
real MSN applications.
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