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Abstract—A body sensor network (BSN) is a wireless network of
biosensors and a local processing unit, which is commonly referred
to as the personal wireless hub (PWH). Personal health information (PHI) is collected by biosensors and delivered to the PWH
before it is forwarded to the remote healthcare center for further
processing. In a BSN, it is critical to only admit eligible biosensors
and PWH into the network. Also, securing the transmission from
each biosensor to PWH is essential not only for ensuring safety of
PHI delivery, but also for preserving the privacy of PHI. In this
paper, we present the design, implementation, and evaluation of a
secure network admission and transmission subsystem based on a
polynomial-based authentication scheme. The procedures in this
subsystem to establish keys for each biosensor are communication
efficient and energy efficient. Moreover, based on the observation
that an adversary eavesdropping in a BSN faces inevitable channel
errors, we propose to exploit the adversary’s uncertainty regarding the PHI transmission to update the individual key dynamically
and improve key secrecy. In addition to the theoretical analysis
that demonstrates the security properties of our system, this paper
also reports the experimental results of the proposed protocol on
resource-limited sensor platforms, which show the efficiency of our
system in practice.
Index Terms—Body sensor networks (BSNs), efficiency, key update, network admission and transmission, security.

I. INTRODUCTION
ECENTLY, with the rapid development in biosensors and
wireless communication technologies (e.g., Bluetooth and
Zigbee), wireless body sensor networks (BSNs) (also called
body area networks or medical sensor networks) have emerged
as a promising technique for pervasive monitoring of patients’
personal health information (PHI) (see, e.g., [1]). Instead of
being measured face-to-face, with BSNs, patients’ PHI can be
monitored remotely, continuously, and in real time, and then
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processed and transferred to healthcare centers. A BSN is a
wireless network of mainly implanted or wearable biosensors
designed to deliver PHI to a local processing unit (e.g., tablet
PC, laptop PC, and smartphone), which is referred to as the
personal wireless hub (PWH) [2].
Security and privacy for a BSN is very important, because the
data collected are directly associated with a particular patient,
which play a critical role in medical diagnosis and treatment.
Due to the open and dynamic nature of BSNs, they are subject to
various cyber attacks such as malicious modification. Failure to
obtain authentic and correct medical data will possibly prevent
a patient from being treated effectively, or even lead to wrong
treatments. If patients’ privacy is not strongly protected, their
health data can be misused and the public acceptance of BSN is
significantly hindered. Therefore, BSN applications must meet
a set of mandatory privacy requirements of healthcare alliances
such as HITRUST [3] and legal directives such as those adopted
in the U.S. [4] and Europe [5]. Ensuring security and privacy in
BSNs is important for all walks of life [6]. For an ordinary patient, his/her medical sensor data may be useful to some parties
such as insurance companies. An adversary may profit financially by selling these data obtained through eavesdropping on
the BSN. For a patient with an important status, such as a country’s top administrator, an adversary may target to harm him
physically by misreporting or spoofing his/her medical sensor
data, resulting in improper diagnosis and/or treatment.
Also, hacking the information transmitted in a wireless BSN
might be much easier than hacking the information collected at
a server due to the open and dynamic nature of a BSN. More
importantly, compared to a server, physical compromise of a
biosensor node is much easier. To address the above issues, it is
vital to provide secure network admission and transmission as
follows:
1) Secure network admission: It restricts network admission
only to eligible PWHs and biosensors.
2) Secure transmission: It provides confidential, authenticated, and integrity-protected transmission between each
biosensor and PWH.
However, designing a secure network admission and transmission protocol for BSNs is not an easy task. Generally, there
are three major practical issues challenging the design. First,
such a solution should take into account the rather limited memory space and computational capability available in biosensor
nodes. Especially, its energy consumption should be minimal
since biosensor nodes are powered by small batteries and required to operate for a long period of time. As a consequence,
any security mechanism for BSNs should be carefully designed

2168-2194/$31.00 © 2013 IEEE

HE et al.: SECURE AND LIGHTWEIGHT NETWORK ADMISSION AND TRANSMISSION PROTOCOL FOR BODY SENSOR NETWORKS

665

TABLE I
IMPLEMENTATION RESULTS OF 1024-BIT RSA AND 160-BIT ECC CRYPTOSYSTEMS ON MICAZ AND TELOSB MOTES

so that it does not put too much burden on the already constrained biosensor resources. Second, a key design criterion is
to minimize delays introduced by the security mechanism in order to comply with BSN latency requirements. Moreover, due to
the limited bandwidth available in a BSN, low communication
overhead is required. For example, secure BSN setup must be
carried out in less than 1 s and the maximum allowable latency
for ECG (electrocardiogram) transmission is 250 ms [7]. Emergency situations in a BSN require the capability for fast medical
reaction without disabling security. Cryptographic algorithms
used by these nodes must be, therefore, computationally efficient in order to satisfy these requirements. Moreover, if the
message authentication or encryption/decryption mechanisms
are not fast enough, an adversary may launch a denial-of-service
(DoS) attack to exhaust the resources of legitimate nodes and
render them less capable of carrying out their intended functions.
Unfortunately, most commonly used cryptographic techniques
(e.g., public key cryptosystems) are inapplicable in BSNs. This
is evidenced by Table I, which presents the implementation results of RSA and elliptic curve cryptography (ECC) public-key
cryptosystems of the WM-RSA and WM-ECC library [8] on
two popular sensor nodes: MicaZ and TelosB motes. For example, ECC signature generation and verification on a MicaZ mote
already take 1.35 and 1.96 s, respectively. Third, compared to
the generic wireless sensor networks (WSNs) (often deployed
in remote and inhospitable areas (e.g., forest) for environment
monitoring), it is easier to launch node compromising attacks
for a BSN due to its open, dynamic, and small-scale nature.
Hence, resilience against physical compromise of a node is a
basic security requirement for BSNs.
Security research in BSNs is still in its early stage, especially with respect to secure network admission and transmission. More specifically, to the best of our knowledge, until now
no secure network admission method for BSNs has been proposed. Additionally, it is usually not a good practice to use a
fixed individual key to secure the PHI transmission for a long period of time. First, a single encryption key will provide a large
amount of cipher text for the adversary to attempt to crack.
Second, if the encryption key is compromised, all previously
transmitted data with the same key are also compromised. In
the literature, no efficient protocol has been proposed to update
the individual key in wireless networks. For example, the session key exchange in most existing key update schemes does
not improve security against key leakage. Although some techniques have been proposed to secure BSNs, we observe that
there are some security weaknesses and efficiency problems.
Also, despite the significant progress in securing WSNs (see,
e.g., [9] and [10]) and mobile ad hoc networks (MANETs) (see,

e.g., [11] and [12]), they are not applicable to BSNs due to the
fact that biosensors operate with extremely stringent constraints.
The detailed analysis to arrive at the above conclusions will be
given in Sections II and IV. This makes the issue more serious
given the trend that more and more BSNs are being deployed.
To address the above challenges, this paper makes three main
contributions:
1) Motivated by the observation that the scale of each BSN is
very small (i.e., from several to tens of biosensors), we employ a polynomial-based authentication scheme to develop
a secure network admission and transmission subsystem
in BSNs to provide node authentication and support the
establishment of two types of keys for each biosensor
node—an individual key shared with PWH and a pairwise
key shared with another biosensor node. Further, to reduce
the computation and communication overhead, some additional mechanisms such as subkeyed hash function and
the hardware-implemented advanced encryption standard
(AES) symmetric algorithm are incorporated into the design of the proposed system.
2) An adversary eavesdropping on the wireless communication channel faces inevitable channel errors and hence
would miss some information transmitted in the channel,
especially in BSNs due to their unique characteristics.
Therefore, we propose the eavesdrop-bounded adversary
model for BSNs to capture the essence of incomplete
eavesdropping for the first time in the literature. In this
model, the adversary cannot eavesdrop all communications of the biosensor nodes. Based on this model, instead
of trying to defend against every key leakage possibility,
this paper proposes to exploit the adversary’s uncertainty
regarding the PHI transmission to update the individual
key dynamically and improve key secrecy. That is, the
update of an individual key is based on the secrets, which
are constantly extracted from the PHI collection process
in real time. The updated key is then used to secure the
future PHI transmissions from each biosensor to PWH.
Recall that in a conventional setting, one operational mistake or a single vulnerability is sufficient to dismantle the
entire security. This is the so-called single point of failure
problem. The adversary predominates in this situation because it can choose any weakness to attack while the user
needs to defend against all possibilities. With the above
key update procedure, the adversary must fight against any
factor that may cause information loss. In other words,
it is the adversary who suffers from the single point of
failure problem. From the adversary’s point of view, as
transmission goes on, the information loss accumulates
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and the chance to recover the dynamic individual keys
decreases.
3) In addition to the theoretical analysis that demonstrates
the security properties of our system, this paper also reports the experimental results of the proposed protocol
on resource-limited sensor nodes and laptop PCs, which
show the efficiency of our system in practice. Accordingly, some suggestions on how to set the parameters of
the proposed protocol are provided.
The rest of this paper is structured as follows. In Section II,
we first survey and analyze the related work and then discuss
their security weaknesses and efficiency problems. Section III
presents the network and adversary models, as well as the unique
features of BSNs. Section IV describes our proposed protocol.
Section V provides theoretical analysis of the security properties
of the proposed protocol. Section VI discusses some important
issues. Section VII presents the implementation and experimental results of the proposed protocol via real sensor platforms.
Finally, Section VIII concludes this paper.
II. RELATED WORK
In the literature, various schemes have been proposed to address different aspects of securing BSNs. For example, recently,
an architecture called “SNAP” (Sensor Network for Assessment
of Patients) [13] has been proposed to address the security challenges faced by a WSN for wireless health monitoring. SNAP
protects the privacy, authenticity, and integrity of medical data,
with low-cost and energy-efficient mechanisms. However, we
observe that the PHI from a biosensor node is transmitted to
PWH in plaintext. Thus, an adversary can easily modify the
PHI and/or inject polluted PHI into the network. Some researchers (see, e.g., [2], [14], and [15]) utilize physiological
signals (e.g., heart rate interval, blood flow, and electrocardiography) obtained from the patient to enable biosensors to agree
upon a pairwise symmetric key. However, they demand that each
biosensor can measure the same physiological parameter type;
this assumption is rather restrictive and makes this approach not
suitable for many BSN applications. The authors of [15] propose to apply HMAC-MD5 on electrocardiography blocks to
achieve the key agreement. However, MD5 is weak in collision
resistance.
Based on public key cryptography, some novel mechanisms
(see, e.g., [6] and [16]) have been proposed to ensure security of BSNs. The authors of [6] propose to use ECC to set
up symmetric keys between sensor nodes and the base station,
and RC5 block cipher for the symmetric encryption/decryption
for protecting data confidentiality and integrity. However, they
are computation inefficient and cannot fulfill the stringent delay
requirements in BSNs due to the use of the public key cryptography. For instance, as reported in [6], the ECC key agreement
takes 7.198 s on a Tmote Sky mote, which features a 16-bit,
8-MHz MSP430 processor. In [16], identity-based public key
is used to encrypt all medical data, and the method balances
security and privacy with accessibility.
Also, traditional cryptographic mechanisms do not suffice
given the unique characteristics of BSNs, and the fact that

Fig. 1.

System overview of a general BSN.

BSNs are susceptible to a variety of node misbehaviors. An
application-independent and distributed trust evaluation model
for BSNs has been proposed to identify malicious behaviors
and then exclude malicious nodes [17]. Similar to most security
schemes, trust management methods themselves can be vulnerable to attacks. To resolve this issue, an attack-resistant and
lightweight trust management scheme has also been presented
in [18].
Although there are a lot of works about generic WSNs and
MANETs security (see, e.g., [9]–[12]), these mechanisms are
not directly applicable in BSNs due to the unique and challenging operational and security requirements of BSNs. In particular, biosensors are limited in battery lifetime, computation, and
communication capabilities, especially for implanted biosensors. For example, the random key scheme (see, e.g., [9]) is
a major class of key establishment protocols for WSNs. For
the efficiency of these schemes, the probability that each node
shares at least one key with a neighboring node (referred to
as key-sharing probability) should be high. When the key pool
size is large, each sensor needs to preload a large number of
keys to achieve a high key-sharing probability. Moreover, many
keys are exchanged between sensor node pairs to establish the
pairwise key and, inevitably, high communication, computation, energy overhead is incurred. Very recently, based on the
random key scheme, a software design was presented for securing BSNs [19]. Unfortunately, these requirements are too
demanding for the biosensor nodes. In [11], a self-contained
public key management scheme has been proposed for wireless
ad hoc networks, in which a small number of cryptographic
keys are stored offline at individual nodes before deployment.
Also, to avoid the weaknesses of a public key infrastructure
(PKI), as a special form of public key cryptography, identitybased cryptography has been used in various areas of securing
MANETs [12]. However, as described before, because of the
use of the public key cryptography, they are computation inefficient, cannot fulfill the stringent delay requirements in BSNs,
and are vulnerable to DoS attacks.
III. NETWORK, ADVERSARY MODELS, AND UNIQUE
FEATURES OF BSNS
A. Network Model
As shown in Fig. 1, a BSN is a multihop wireless network
of physiological and environmental monitoring biosensor nodes
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that are worn and/or implanted on a patient. We assume that each
biosensor does not have any information about their immediate
neighboring nodes in advance. A BSN is operated by the BSN
administrator (e.g., the patient himself, the patient’s relative,
eHealth service provider, or medical practitioner). The biosensors collect PHI at regular intervals and forward it to PWH.
Then, PWH transmits the aggregated PHI to the remote healthcare center over different wireless networks such as cellular,
WLAN, and WiMAX. We assume that the biosensors communicate with PWH wirelessly, as wires running in a BSN will
make it obtrusive. The wireless medium is, however, not trustworthy. Note that, in this paper, we focus solely on securing the
network admission and transmission within the BSN. Communication from PWH onwards can utilize conventional security
mechanisms such as secure socket layer, given the considerable
capabilities of the entities involved. All biosensor nodes in a
BSN have limited power supply, memory space, and computational capability. Due to the constrained resources, computationally expensive and energy-intensive operations such as public
key cryptography are not preferred for such nodes.
B. Adversary Model
Due to the sensitive nature of the data BSNs collect and
the broadcast nature of the wireless medium, BSNs potentially
face many threats. They are imposed by either outside or inside attackers. Outside attackers can eavesdrop messages, drop
messages by jamming the communication channel, modify messages, inject forged messages, or replay old messages. Regarding eavesdropping, it is generally assumed that the adversary
picks up all radio communications of the nodes without any
loss. However, we suggest here that this is not the case due to
the following three reasons. First, the wireless channel is inherently error prone. Second, the radio quality of a biosensor
is not very good (see Section VI-A) and its coverage area is
small because often its transmitting power is set to a low level
to maximize the battery lifetime. Yet, in order to remain undetected, the adversary needs to keep a distance from the BSN.
Third, it is extremely difficult for the adversary to predict a patient’s movement and follow him/her everywhere. As a result, an
outside attacker inevitably suffers from information loss. That
is, the outside attacker picks up the radio communications of
biosensor nodes with some loss. We refer such attackers as the
eavesdrop-bounded adversaries. For inside attacks, the adversary may compromise PHW and a limited number of biosensor
nodes to obtain their data and keying materials. Once a node
is compromised, the adversary may discard its sensed data or
packets received from other nodes. However, we assume that
the BSN administrator will not be compromised.
In practice, the adversary could plant a rootkit or Trojan into
a networked device. If the adversary can establish a link to directly retrieve unsecured data and have full control over the
device, no security mechanism will work. Such a complete security breach is highly intrusive and susceptible to detection
because the behavior of the victim’s device is manipulated. In
wireless communication environment, it is more often that the
adversary steals the system secret and then uses the secret to
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TABLE II
NOTATIONS

decrypt the eavesdropped data or inject malicious messages. In
such circumstances, using dynamic individual key significantly
restricts the adversary. Also, we assume that the physical layer
of a BSN could use techniques such as spread spectrum [20] to
prevent physical jamming attack if necessary.
C. Unique Features and Application Requirements of BSNs
In this section, some differences between BSNs and MANETs
(or generic WSNs) are listed as follows [17], [18]. 1) Data Rate:
Many MANETs and WSNs are employed to monitor events
which often happen at irregular interval. On the other hand,
BSNs are employed for monitoring humans’ physiological activities and actions, which may occur in a more periodic manner.
Hence, the applications’ data rates are relatively more steady. 2)
Mobility: Even though a patient with a BSN may move around,
all biosensor nodes in the network are static relative to the patient. 3) Effectiveness and efficiency: The signals that body sensors collect can be effectively processed to obtain reliable and
accurate physiological estimations. Also, their ultra low power
consumption makes their batteries long lasting. 4) Latency: This
requirement is dictated by the applications and may be traded
for improved security and energy consumption. However, while
energy conservation is always important, replacement of batteries in BSNs nodes is much easier than in WSNs, whose nodes
can be physically unreachable after deployment. Thus, it may
not be necessary to maximize battery lifetime in a BSN at the
expense of higher latency.
Besides, compared to MANETs and generic WSNs, a BSN
is a network with small-scale structure and very short range of
communications. Its nodes are limited in their power, computation, communication, and memory capabilities, especially for
those implanted into the body.
IV. PROPOSED PROTOCOL
Our proposed protocol consists of two phases. One is the
network admission and transmission control, and the other is
the individual key update. The notations used throughout this
paper are listed in Table II.
A. Network Admission and Transmission Control
We propose a polynomial-based authentication scheme which
is inspired by [21]. Before deployment, PWH and all biosensor nodes are loaded with a unique polynomial share of the
same bivariate t-degree polynomial. Once deployed, each node
identifies its neighboring nodes and PWH by mutual authentication and then establishes two kinds of secret keys. The detailed
description is as follows.
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We require that in the system initialization phase, for each
BSN, the BSN administrator randomly
generates a bivariate t
degree polynomial f (x, y) = ti,j =0 aij xi y j over a finite field
Fp , where p is a large prime number, such that it has the property of f (x, y) = f (y, x). Also, the BSN administrator keeps
the bivariate t-degree polynomial secretly. At the point of deployment, each biosensor node, say Sj , is embedded with a
polynomial share of f (x, y), that is, f (sidj , y) and authenticated at a secure place, where sidj indicates the identity of node
Sj . In the same way, PWH is embedded with a polynomial share
of f (x, y), that is, f (pidi , y), where pidi indicates the identity
of PWH. PWH will broadcast pidi periodically to declare PWH
service existence.
Our system supports the establishment of two types of keys
for each biosensor node: an individual key shared with PWH and
a pairwise key shared with its neighboring nodes. The details of
establishing these keys are given as follows.
When a new biosensor, say Sj , is added into the BSN, upon
receiving the broadcast message pidi , node Sj computes the
individual key Kj = f (sidj , pidi ) by evaluating f (sidj , y) at
pidi . The individual key can be used for secure communication
between node Sj and PWH. According to the data rate feature
of a BSN described in Section III-C, we assume that time is divided into equal and fixed collection rounds and each biosensor
collects a single data item per round. At round r, every biosensor, say Sj , generates the cipher text crj with the individual key
Kj as follows:
crj = E({datarj , r}, Kj ), h(datarj , Kj )

(1)

where datarj is the collected data item by node Sj at round r.
Subsequently, it delivers {sidj , pidi , crj } to PWH, where sidj
is the source ID while pidi is the destination ID. One purpose
of the round index r is to prevent replay attacks. Upon receiving such a message, PWH generates the individual key Kj =
f (pidi , sidj ) = f (sidj , pidi ) by evaluating f (pidi , y) at sidj .
Then, PWH uses Kj to perform D(E({datarj , r}, Kj ), Kj ) =
{datarj , r} to decrypt the cipher text. After that, PWH uses
Kj to compute h(datarj , Kj ) and then compares it with the
received h(datarj , Kj ). If the result is positive, PWH believes
this message is from node Sj and has never been modified by
the adversary. At the same time, if this is the first message from
node Sj , PWH will record the mapping < sidj , Kj > for future
use.
As described above, a hash value is calculated from and transmitted along with datarj . When the SHA-1 keyed hash functions
is used, the corresponding hash value is 20 bytes long. In general, this kind of overhead is often not desirable in an already
resource constrained BSNs. Data transmission is a costly operation in wireless networks; sending one bit over a wireless
medium requires over 1000 times more energy than a single
32-bit computation [22]. In order to reduce the transmission
overhead, we propose the use of subkeyed hash function. A
subkeyed hash function only returns some bits of a hash value
produced by a keyed hash function. For example, in the proposed system, the first λ bytes of each hash value is used as
subkeyed hash value. Thus, we reduce the overhead by transmitting only a part of the actual hash value rather than the entire

hash value. Here, we consider λ = 4 as an example. Certainly,
an adversary can more easily forge a 4-byte hash value than a
20-byte one. Thus, the size of the subkeyed hash value is directly related to not only the transmission overhead, but also the
strength of the data integrity protection. A balance needs to be
achieved between the desired security level and the transmission
overhead.
Next, we focus on establishing pairwise keys that are shared
only between biosensors and their immediate neighboring nodes
(i.e., one-hop neighboring nodes). When a new biosensor, say
Sj , is added into the BSN, Sj tries to discover its neighboring
nodes. It broadcasts a HELLO message which contains a random
number nonce and sidj , and waits for each neighboring node,
say Sl , to respond with an acknowledgment (ACK) message including the identity (sidl ) of node Sl and Aut = h(Kj l , nonce),
where nonce is used to prevent replay attacks and node Sl
generates the pairwise key Kj l = f (sidl , sidj ) by evaluating
f (sidl , y) at sidj . At the same time, node Sl can add the
mapping (sidj , Kj l ) into its one-hop neighbor table. Upon receiving the ACK from Sl , node Sj computes the pairwise key
Kj l = f (sidj , sidl ) = f (sidl , sidj ) by evaluating f (sidj , y) at
sidl . Subsequently, node Sj uses the pairwise key to compute
V er = h(Kj l , nonce) and compares it with Aut. Only if this
verification is successful, node Sj believes node Sl is its onehop neighboring node and then adds the mapping (sidl , Kj l )
into its one-hop neighbor table.
It should be noted that no secret message is exchanged between node Sj and node Sl in the above procedure. Also, node
Sj does not have to authenticate itself to node Sl by sending a
special message, because any future messages encrypted with
Kj l by node Sj will prove node Sj ’s identity. After the above
steps, node Sj will have established a pairwise shared key with
each of its neighbors and the pairwise key is used for securing
data exchanged between them. Also, in the proposed system,
for each biosensor node, the pairwise key (using subkeyed hash
function) can be used to decide whether it should transfer the
received PHI packet to PWH according to whether the source
of the PHI packet is one of its one-hop neighboring nodes.
B. Individual Key Update Phase
With the transmitted PHI from each node to PWH, this paper
proposes an extremely lightweight algorithm to update individual keys. The individual key for each biosensor is iteratively
XORed with the hash value of the transmitted PHI to dynamically update the key. The idea of using the PHI for key agreement
comes from the observation that the human body is dynamic and
complex, and the PHI state of a patient is quite unique at a given
time. Thus, the PHI used to update the individual key provides
good degree of randomness so that an adversary would not be
able to guess it and compromise the security of the system easily.
In the end of round r, the individual key of node Sj is computed as
Kjr = Kjr −1 ⊕h(P HIjr ) r = 1, 2, . . .

(2)

where P HIjr denotes the PHI from node Sj to PWH at round r
while h(.) is a one-way hash function which is publicly known.
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Then, Kjr −1 is securely erased. Recall that Kj0 (= Kj ) is the
initial individual key using the polynomial share, we reinterpret
(2) as
r

h(P HIjn ).
Kjr = Kjr −1 ⊕h(P HIjr ) = Kj0 ⊕

(3)

n =1

Equation (3) is the same as Shannon’s one time pad encryption. When key leakage happens (e.g., node Sj is compromised),
r

h(P HIjn ) acts as the
the adversary knows Kj0 . In this case,
n =1

one time pad to prevent the adversary from deducing Kjr .
Assume that at round r, a biosensor node, say Sj , hopes to
deliver the data item {datarj } to PWH. Node Sj generates the
cipher text crj as follows:
crj = E({datarj , r}, Kjr −1 ), h(datarj , Kjr −1 ).

(4)

Then, node Sj delivers {sidj , pidi , crj } to PWH. Note that
PWH can update the individual key with node Sj in the same
way. The above algorithm is implementation-friendly because
bitwise-XOR and hash function are readily supported by most
computing hardware. Moreover, the computational cost is very
low due to the simplicity of the algorithms.
From (2) and (4), we can see that PHI encryption keys are
updated whenever new PHI is received. Encryption keys are
never reused, thus minimizing the risk of key discovery attacks.
This leaves the adversary the only choice of brute-force attacks.
Since keys are hash values, dictionary attacks do not apply. With
a reasonable length of hash values, such as 160 bits coupled with
a strong encryption algorithm, it will be very difficult for the
adversary to crack keys. From (3), the individual key (Kjr ) is
determined by all previous PHI transmissions and the initial
individual key Kj . Also, if an adversary faked or stole the updated individual key at time t = t0 , to enable an impersonation
attack at time t = t1 (t1 > t0 ), it must tap and obtain all PHI
transmissions between t0 and t1 . This task turns out to be more
and more difficult as t1 − t0 becomes large.
V. SECURITY ANALYSIS OF THE PROPOSED PROTOCOL
We evaluate the security of the proposed system by analyzing
its fulfillment of the security requirements described in Section I.
Secure network admission: The security proof in [21] ensures
that the proposed network admission and transmission subsystem is unconditionally secure and t-collusion resistant. That is,
the coalition of no more than t compromised biosensor nodes
knows nothing about the pairwise key between any two noncompromised nodes. At the same time, the coalition of no more
than t compromised biosensor nodes knows nothing about the
initial individual key between any noncompromised biosensor
node and PWH. Because the scale of each BSN is very small
(i.e., from several to tens of biosensor nodes), in our system,
it is suggested that t should be equal to the total number of
the biosensor nodes in a BSN. Obviously, in this case, unless all
biosensor are compromised, no pairwise or individual key could
be revealed by adversaries. As described in Section IV-A, it is
critical for our system to restrict the network admission only to

Fig. 2.

Packet loss rate with the distance of different lengths.

PWH and biosensors, which has the knowledge of a polynomial
share of the same bivariate t-degree polynomial.
Secure transmission: Same as the proof of the secure network
admission, in the proposed protocol, symmetric encryption and
subkeyed hash function are used to ensure confidential, authenticated, and integrity protected transmission between each
biosensor and PWH.
VI. DISCUSSION
So far, we have elaborated the operations of the proposed system. By the system, we can achieve secure network admission
and transmission. However, some important issues need further
discussion.
A. Transmission Range of a BSN
To investigate the transmission range of a BSN, an indoor
experiment has been conducted, where a TelosB mote broadcasts
10 000 packets without waiting for ACKs, while the base station
(performed by a TelosB mote) acts as the message collector. The
data sending node is deployed at a distance (0.1 m, 0.5 m, and
from 1 to 8 m in increments of 1 m) from the base station. The
transmitting power level of the sending node l was set from 1
to 5, and the delivery rate of packets is 10 packets/s. On the
other hand, the payload size of each packet is set to 20 bytes.
Fig. 2 shows the packet loss rates at different distances. For
example, when the power level was 1 or 2, the packet loss rate
was 100% if the distance between the motes was more than 1 m.
When the power level was 3, the packet loss rate was 91.855%
if the distance between the motes was more than 8 m. Also,
when the power level was 2 (respectively, 3), the packet loss
rate was 8.65% (respectively, 6.91%) if the distance was 0.5 m
(respectively, 1 m).
Consider a scenario that at time t0 , an adversary successfully
steals the updated individual key of node Sj and can eavesdrop
on the PHI transmission with probability μ. Also we assume
node Sj transmits N um PHI packets to PWH during the interval
t1 − t0 . Thus, the probability for the adversary to successfully
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generate the individual key at time t1 is μN u m . For example,
when μ = 80% and N um = 10, the probability is 10.74%.
In practice, because a data packet (about 100 bytes) usually
contains more bits of entropy than an individual key (about 16
bytes). It takes only one packet loss for the adversary to be
completely confused about the next updated individual key.
It is worth noting that session key exchange does not improve
security against key leakage, but the above procedure does. Session keys are derived from a master key through a dedicated key
exchange process. Once the master key is known to an adversary,
session keys can be deduced through knowledge of the session
key exchange processes. In practice, session key exchanges only
account for a small portion of total transmissions. The adversary
can gather the necessary information to deduce session keys by
eavesdropping these portions of the transmissions. Moreover,
an adversary can always initiate a new session using a leaked
master key.
In practice, PWH may lose some packets from a biosensor
node, say Sj . To address this problem, an efficient ACK method
can be implemented in our system. At the end of each round, say
r, node Sj waits for an ACK message from PWH. According
to the system configuration, node Sj transmits β PHI packets to
PWH during each round. The ACK message can be β bits, with
a bit of 1 indicating a received packet and a bit of 0 indicating
a missed message. When node Sj receives the ACK, as shown
in (2), it uses only those acknowledged packets to update the
individual key. Note that this ACK message is also encrypted
with the individual key Kjr −1 .
B. Ensuring Secure Transmission in a Usable (Plug-n-Play,
Transparent) Manner
As described in Section IV, only simple predeployment configuration is required for the proposed system. That is, only
a polynomial share is installed into each biosensor node and
PWH. In some cases, usable security (one that is plug-n-play
and largely transparent) should be provided. With this feature,
the BSN administrator is able to add, remove, and adjust the
biosensors on his/her BSN, as and when required, without reconfiguring any part of the network. To achieve this goal, a
simple modification is required for the proposed system as follows. In the system initialization phase, the BSN administrator
does not need to generate a bivariate t-degree polynomial and
no polynomial share is installed into any biosensor node. Further, no initial individual key between each biosensor node and
PWH is generated. That is, for (2), in the end of the first round,
the individual key Kj1 of node Sj is computed as h(P HIj1 ),
not Kj0 ⊕h(P HIj1 ). More exactly, (3) should be modified into
r

Kjr =
h(P HIjn ). In this case, our system just utilizes the
n =1

transmitted PHI for enabling each biosensor and the PWH to
establish and update the individual key.
VII. IMPLEMENTATIONS AND PERFORMANCE EVALUATION
We evaluate the proposed protocol by implementing all its
components in an experimental testbed.

Fig. 3.

Experimental setup for investigating the energy consumption.

A. Implementation and Experimental Setup
In order to investigate the feasibility of the proposed mechanisms on biosensor nodes, same as the existing studies [6],
[13], [16], [19] on securing BSNs, we choose two common
resource-limited sensor nodes: TelosB and MicaZ motes. Our
motes run TinyOS [23] version 2.x.
To measure the energy consumption of executing various
operations considered in this paper, similar to [24], we have built
a circuit as shown in Fig. 3 for our experiments on resourcelimited sensor nodes. The circuit connects batteries, a sensor
node, and a 20.36-Ω resistor in series. A Tektronix TDS 2012B
oscilloscope is used to accurately measure the voltage across
the resistor. From this measurement, the current I through the
circuit and the voltage Vm across the mote can be obtained.
The power consumed by the sensor node is calculated using
the equation P = Vm ×I. Here, the voltage across the mote
Vm = Vb − Vr , where Vb is the voltage of the batteries while Vr
is the voltage across the resistor. In our experiments, Vb =3.16 V.
To measure the energy consumption of an operation, we also
measure the execution time of the operation and then multiply
it with the power consumption. Throughout this paper, unless
otherwise stated, all experiments on sensor nodes were repeated
1000 times for each measurement in order to obtain accurate
average results.
B. Evaluation Results and Performance Comparison
As biosensor nodes are usually resource constrained, they
may not be able to execute expensive cryptographic operations
efficiently and thus become the bottleneck of a security protocol.
We use the following four metrics to evaluate the proposed
protocol, namely, memory overhead, communication overhead,
execution time, and energy overhead. The memory overhead
measures the exact amount of data space required in the real
implementation. Similarly, the execution time measures the time
duration of each mechanism.
Table III gives the execution times of evaluating t-degree
polynomials in laptop PCs when t varies. This requires 2t modular multiplications and t modular additions in a finite field
Fp . For example, the execution time on an 800-MHz laptop
PC is 0.989 ms when t = 300. Thus, evaluation of the polynomial is very fast. Considering that the clock frequency of
a typical smartphone is more than 800 MHz, our protocol is
efficient for most PWHs. Tables IV and V give the execution
times of evaluating a t-degree polynomial on MicaZ and TelosB
motes, respectively. For example, the execution times on a MicaZ mote and a TelosB mote are 3.6715 and 8.225 ms when
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TABLE III
COMPUTATION TIMES FOR EVALUATING A t-DEGREE POLYNOMIAL ON PWH

TABLE IV
COMPUTATION TIMES FOR EVALUATING A t-DEGREE POLYNOMIAL ON MICAZ MOTES

TABLE V
COMPUTATION TIMES FOR EVALUATING A t-DEGREE POLYNOMIAL ON TELOSB MOTES

TABLE VI
ENERGY CONSUMPTION FOR EVALUATING A t-DEGREE POLYNOMIAL ON MICAZ MOTES

TABLE VII
ENERGY CONSUMPTION FOR EVALUATING A t-DEGREE POLYNOMIAL ON TELOSB MOTES

t = 50, respectively. For each of these results, we perform the
same experiment for 10 000 times and take an average over
them. Obviously, this operation is quite affordable on resourcelimited motes. For memory overhead, irrespective of the value
of t, the implementations of evaluating a t-degree polynomial
on a MicaZ mote and a TelosB mote occupy 18 596 and 18 860
bytes of ROM, respectively. These values correspond to only
37.834% and 14.389% of the ROM capacities of MicaZ and
TelosB motes, respectively. On the other hand, the RAM sizes
of the implementations of evaluating a t-degree polynomial depend on the value of t. For example, the implementations of
evaluating a polynomial of degree 50 on a MicaZ mote and
a TelosB mote occupy 3106 and 3084 bytes of RAM, respectively. From these results, considering that the total number of
biosensor nodes in a generic BSN is less than 50, our protocol
is efficient for the biosensors of most BSNs.
Next, the energy consumption of evaluating a t-degree polynomial is investigated. When a MicaZ mote is used in the
circuit, Vr = 456 mV, I = 22.3969 mA, Vm = 2.544 V, and
P = 56.9777 mW. When a TelosB mote is used, Vr = 352 mV,
I = 17.2888 mA, Vm = 2.648 V, and P = 45.7807 mW. As illustrated in Tables VI and VII, by multiplying the power with the
execution time, we determine the total energy consumption of
evaluating a t-degree polynomial on MicaZ and TelosB motes,
respectively. For example, the energy consumption of evaluating a polynomial of degree 50 on MicaZ and TelosB motes are
0.2092 and 0.3765 mJ, respectively.
Batteries are the standard power source for the nodes of a
BSN. MicaZ and TelosB motes are powered by 2 AA alkaline

batteries, the rated capacity of each of which is about 2500 mAh.
This capacity is defined by the manufacturers as the amount of
energy that can be delivered until the voltage of a single AA
battery reaches 0.8 V. However, as reported in [25], the supply voltage has to be at least 2.7 V for the proper operation
of both MicaZ and TelosB motes, and energy capacity available for a node powered by two AA alkaline batteries is effectively 6750 J. Tables VI and VII provide the percentages
of total available energy capacity of the batteries consumed by
each evaluation of a t-degree polynomial on MicaZ and TelosB
motes, respectively. For example, the percentage of the energy
consumption of evaluating a polynomial of degree 50 operation
on a TelosB mote is 0.249×(10−4 )%. That is, the batteries can
support 4 016 064 times of such an operation on a TelosB mote.
To investigate the efficiency of public key cryptography, we
have implemented the 160-bit ECC algorithm of TinyECC library [26] on MicaZ and TelosB motes, it is measured that the
signature generation times are 1.9096 and 3.0526 s, respectively.
And the signature verification times are 2.4195 and 3.8942 s,
which are 658 and 473 times longer than the times of evaluating a polynomial of degree 50 on MicaZ and TelosB motes,
respectively. When signature generation is executed on a MicaZ mote, Vr = 0.149 V and P = 22.0353 mW. For a TelosB
mote, Vr = 0.042 V and P = 6.4320 mW. Thus, the energy
consumption of signature generation are 42.0786 and 19.6344
mJ on MicaZ and TelosB motes, respectively. Also, the energy
consumption of signature verification are 85.8099 and 53.3144
mJ on MicaZ and TelosB motes, which are 409 and 141 times
more than evaluating a polynomial of degree 50, respectively.
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TABLE VIII
EXECUTION TIMES OF RC5 FOR MICAZ AND TELOSB MOTES WITH THE PLAINTEXT OF DIFFERENT LENGTHS

TABLE IX
EXECUTION TIMES OF SKIPJACK FOR MICAZ AND TELOSB MOTES WITH THE PLAINTEXT OF DIFFERENT LENGTHS

TABLE X
EXECUTION TIMES OF SOFTWARE AES FOR MICAZ AND TELOSB MOTES WITH THE PLAINTEXT OF DIFFERENT LENGTHS

TABLE XI
EXECUTION TIMES OF STAND-ALONE HARDWARE AES FOR MICAZ AND TELOSB MOTES WITH THE PLAINTEXT OF DIFFERENT LENGTHS

The implementation of signature generation and verification on
a MicaZ mote occupies 21 972 bytes of ROM and 2310 bytes of
RAM, respectively. Also, the implementation occupies 26 196
bytes of ROM and 2178 bytes of RAM on a TelosB mote, respectively. Thus, the implementation of ECC occupies more
ROM and comparable RAM than that of evaluating a polynomial of degree 50. According to the above analysis, the proposed
protocol is much more efficient than the public key based mechanisms [6], [16] in terms of computation complexity and memory
overhead.
In our approach, each node needs to store a t-degree polynomial share of f (x, y), which occupies (t + 1) log p memory
space. In our implementation, p is set to 64 bits long for typical cryptosystems such as RC5. Thus, the security strength and
memory overhead of the proposed scheme vary with t. The
larger the t is, the more secure the proposed scheme can be.
However, a large t incurs large memory overhead on each node.
Therefore, in the proposed scheme, it is flexible for the administrator of each BSN to choose the value of t to balance the security
strength and memory overhead. Moreover, compared to PKI, the
polynomial-based authentication scheme does not require the
generation, transmission, and verification of digital certificates,
and there is no communication overhead during the common
key establishment process between any two nodes. Also, for the
random key scheme, each two nodes need to exchange key information in order to establish the pairwise key and, inevitably,
higher communication overhead is incurred. According to the
above analysis, besides the flexibility, the proposed protocol is
more efficient than public-key-based mechanisms [6], [16] and
the random key scheme-based software design [19] with respect
to communication overhead.

TABLE XII
CODE SIZES OF IMPLEMENTATION OF RC5, SKIPJACK, SOFTWARE AES, AND
STAND-ALONE HARDWARE AES

RC5, Skipjack, and AES are symmetric-key encryption/decryption algorithms used on sensor nodes. Here, we
have ported the RC5 and Skipjack implementations for TinyOS
1.x in the TinySEC library [27] to TinyOS 2.x. For AES, its
encryption module is implemented in hardware in one of the
most broadly used radios, CC2420. We have also implemented
software AES encryption/decryption algorithm [28] on MicaZ
and TelosB motes. RC5 is used with 12 rounds (with a 64-bit
key and 64-bit block size), Skipjack is used with a 80-bit key and
64-bit block size, software AES and CC2420 radios stand-alone
hardware AES encyption modules are used with ten rounds
(with a 128-bit key and 128-bit block size). All algorithms are
used with ECB mode. Tables VIII–XI show the execution times
of RC5 encryption/decryption, Skipjack, Software AES encryption/decryption, and stand-alone hardware AES for MicaZ and
TelosB motes with the plaintext of different lengths, respectively. Also, Table XII shows the code sizes of the implementation of these four symmetric-key algorithms. It is clear that
hardware implemented AES outperforms all other algorithms
for a given security level. Moreover, since hardware AES acceleration is supported in many hardware platforms for BSN, AES
is clearly the preferred solution. Thus, compared to the security
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TABLE XIII
CODE SIZES OF THE WHOLE PROTOCOL

PWH side programs on a MicaZ mote occupies 22 566 bytes of
ROM and 2404 bytes of RAM, respectively.
VIII. CONCLUSION

Fig. 4.

Execution times of SHA-1 function on TelosB motes.

mechanism based on RC5 [6], the proposed protocol is more
efficient due to the use of hardware implemented AES.
Fig. 4 shows the execution times of SHA-1 hash function on
a TelosB mote. The length of the input is varied from 20 to 300
bytes in increments of 5 bytes. We perform the same experiment
10 000 times and take an average over them. For example, the
execution times on a TelosB mote for inputs of 55, 60, 120,
185, and 250 bytes are 3.8901, 7.612, 11.1717, 14.6703, and
18.3106 ms, respectively. From Fig. 4, it can be seen that the
execution time remains very stable when the byte length of the
input falls in the interval [0, 55], [56, 119], [120, 183], [184, 247],
or [248, 300]. According to (2), as the input of a hash function,
the longer the length of the PHI in each round (i.e., the better the
degree of randomness), the stronger the security strength of the
updated individual key. Thus, it is suggested that in our system,
the length of the PHI in each round should be chosen according
to the above intervals to achieve a balance between the desired
security level and computing complexity. For example, when
the length of the PHI is a bit longer than 55 bytes, according
to the system configuration, only 55 bytes data are picked from
the PHI as the input of a hash function.
Next, we have implemented the proposed protocol (including
key establishment and update) as a whole. Here, SHA-1 hash
function is used. Each node uses CC2420 stand-alone hardware AES encryption module to encrypt the sensed data while
the PWH uses software AES module to decrypt the received
data. Because the key size of the used AES algorithms is 16
bytes while the output of SHA-1 function is 20 bytes, only the
first 16-byte data are used in the individual key update phase.
For PWH and each node, the buffer size for the plaintext [i.e.,
{datarj , r} in (1)] of AES algorithm can be fixed according to
the application scenario. In our implementation, it is set to 32
bytes. Table XIII shows the code sizes of the whole protocol.
For example, the implementation of the node side programs on
a MicaZ mote occupies 22 566 bytes of ROM and 2404 bytes
of RAM, respectively. The resulting size of this implementation
corresponds to only 15.64% and 17.68% of the RAM and ROM
capacities of MicaZ, respectively. Also, the implementation of

In this paper, we have explored the features of a BSN and then
presented a novel secure and lightweight network admission and
transmission protocol. Further, to reduce the computation and
communication overhead, some additional mechanisms such as
subkeyed hash function and the hardware-implemented AES algorithm are incorporated into the design of the proposed system.
The security analysis and experimental results have shown that
our approach is feasible for real applications. Our experiments
have also shown that the system overhead of the proposed protocol is affordable on resource-limited motes, which is much
more efficient than the well-known approaches.
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