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INTRODUCTION

An increasing demand for reliable energy supply
and numerous technological advancements have
motivated the development of smart grids. As
the world’s largest engineered system, the smart
grid will expand the current capabilities of the
electric grid’s generation, transmission, and dis-
tribution systems to provide an infrastructure
capable of handling future requirements for dis-
tributed generation, renewable energy sources,
electric vehicles, and the demand-side manage-
ment of electricity. A smart grid is composed of
power infrastructure and communication infra-
structure. The power infrastructure generates
and distributes electricity to consumers. The
communication infrastructure controls the power
infrastructure and enables intelligent operation
of the power grid. The success of the smart grid
rests on a communication infrastructure that is
secure, reliable, and cost effective.

Although deploying the smart grid has enor-
mous social and technical benefits, several secu-
rity and privacy concerns arise. The
interconnection nature of the smart grid partially
explains its success, since the network can be
easily accessible by many people at different

places. The reverse side of the coin of this suc-
cess is the great weakness of the smart grid fac-
ing malicious attacks. Increasingly
interconnected smart grids will unavoidably pro-
vide external access, which in turn can lead to
compromise and infection of components.

Compared to current electrical grids, a new
feature of smart grids is that more and more ser-
vice providers will be involved that can monitor
and manage the energy usage for their sub-
scribed consumers by the existing communica-
tion network [1]. Service providers are needed
because it is highly unlikely that consumers, even
if they could understand their cost of energy or
environmental impact, will be able to effectively
manage their energy usage as it involves too
many variables that may change frequently and
requires specialized tools. For example, with the
help of service providers, consumers react to
price signals to achieve active load management
[2]. However, the existence of service providers
raises new questions about smart grid security.
First, since customers (e.g., electric utilities and
consumers) work closely with service providers
to manage their energy usage, they need to share
more information about how they use energy
and thus expose themselves to privacy invasions.
Second, the involvement of service providers
adds significant complexity to the infrastructure,
which in turn introduces numerous opportunities
for attack exploitation. From the perspective of
the defender, more complex systems require dra-
matically more effort to analyze and defend,
because of the state-space explosion when con-
sidering combinations of events. The cyber secu-
rity of the smart grid should not be compromised
by service providers when they deliver existing or
emerging services.

In the remainder of this article, we first intro-
duce the structure of the smart grid, as well as
general security threats it will have to face and
the corresponding solutions. After giving an
overview of secure service provision in the smart
grid, we present two new and important security
challenges due to the addition of service pro-
viders. The first is to establish a secure communi-
cation procedure among the electric utility,
consumers, and service providers. The second is
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to provide a privacy-preserving yet accountable
authentication framework among the smart grid
entities without relying on any trusted third party.
We also suggest solutions to these two issues.
Finally, we conclude with some outstanding secu-
rity issues that need further research work.

CYBER SECURITY IN SMART GRIDS

OVERVIEW OF SMART GRIDS
As shown in Fig. 1, a smart grid consists of five
components [3]:
• Generation: Power system generators pro-

duce electric power by different means such
as hydropower, solar, wind, tidal forces, and
other generation sources.

• Transmission: A very high voltage infra-
structure transfers electrical energy from
power plants to electrical substations.

• Distribution: Distribution networks step
down voltage and delivers electricity from
substations to consumers.

• Consumption: Energy consumers use the
electric energy in a multitude of ways.

• Service provision: The service provider per-
forms services to support the business pro-
cesses of power system generators and
consumers.

The home area network (HAN) is an important
part of the smart grid communication network
through which the consumers are able to com-
municate with service providers and electric util-
ities. In a HAN, there are typically a number of
smart meters and electric appliances. A smart
meter may also act as the gateway of a HAN. A
neighbor area network (NAN) is formed under
one substation where multiple HANs are hosted.
Finally, a power plant may leverage a wide area
network (WAN) to connect distributed NANs.

GENERAL CYBER SECURITY THREATS

A wide variety of motivations exist for launching
attacks on smart grids, ranging from economic
reasons (e.g., the consumers want to reduce
electricity bills), to pranks, and all the way to
terrorism (e.g., threatening people by controlling
electricity and other critical resources). The
emerging smart grid, while benefiting the benign
participants (i.e., electric utilities, consumers,
service providers), also provides opportunities
for adversaries.

As shown in Fig. 2, there are four general
categories of attacks on the communication net-
work of smart grids [4]. Interruption occurs when
a message is blocked to/from a particular service.
Some examples are channel jamming and denial-
of-service (DoS) attacks. Interception refers to an
adversary eavesdropping on a message intended
for a recipient. Some examples are traffic analy-
sis and release of message contents. Modification
refers to the action of intercepting and then
transmitting a modified message to a particular
service. An example is alteration of data. Fabri-
cation refers to making up a message and insert-
ing it into the normal message flow. Some
examples are message forgery, service provider
spoofing, and smart meter spoofing. 

CYBER SECURITY PROPERTIES AND APPROACHES
There are some basic security properties for
smart grids [4]. Confidentiality is the ability to
keep secret or private information (e.g., meter
data) from being disclosed to unauthorized par-
ties. Integrity refers to the ability of the smart
grid components (e.g., smart meter) to prevent
an unauthorized user from modifying the infor-
mation. Authentication is the process of ensuring
that someone (e.g., service subscriber) or some-

Figure 1. An overview of the smart grid with various service providers.
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thing is whom they claim to be. Authorization is
the right to execute certain actions (e.g., reading
a particular smart meter). Privacy means that
one can keep some information solely to oneself.
Availability refers to the ability of authorized
users to obtain access to certain resources (e.g.,
electricity service) whenever needed. Non-repu-
diation refers to the ability to prevent someone
who has performed a particular action (e.g., sub-
scribing to value-added services) from denying
what he/she has done.

There are commonly used cryptographic
mechanisms to meet the basic security proper-
ties, which can be used to prevent the four cate-
gories of attacks. The standard way to ensure
confidentiality is through encryption and decryp-
tion. Integrity checks are provided primarily
through hash functions. Authentication is
achieved either by using passwords in a peer-to-
peer relationship or involving a certification
agent (CA). For authorization approaches, they
can be either identity-based or token-based.
Identity-based approaches are typically associat-
ed with access control lists, while token-based
approaches are also referred to as capability-
based authorization. Privacy is provided via
some privacy-aware cryptographic primitives
(e.g., blind signature, ring signature and group
signature). Some approaches (e.g., jamming
detection mechanisms) to resist DoS and jam-
ming attacks are used to achieve availability.
Non-repudiation is provided primarily via the
digital signature technique, which can be used
to claim that an entity was uniquely responsible
for a message or an action.

SECURE SERVICE
PROVISION OVERVIEW

SERVICE PROVISION
As shown in Fig. 1, service providers consist

of a utility provider and a third-party provider.
The former is an electric utility, while the latter
is a company entirely separate from the electric
utility. Typical applications in the service
provider domain shown in Fig. 1, which are
equivalent to the service applications specified
by NIST [1], are discussed as follows:
• Account management denotes managing the

supplier and customer business accounts.
• Billing indicates managing customer billing

information, including sending billing state-
ments and processing payments.

• Building/home energy management monitors
and controls building/home energy usage and
responds to smart grid signals while minimiz-
ing impact on building/home occupants.

• Installation and management denotes
installing and maintaining various customer
premises equipment that interact with the
smart grid.

• Customer management indicates managing
customer relationships by providing point
of contact and resolution for customer
issues and problems.

• Emerging services refer to all services and
innovations that have yet to be created.
These will be instrumental in defining the
smart grid of the future.

BENEFITS FROM SERVICE PROVIDERS

Service providers will create new and innovative
services and products to meet the new require-
ments and opportunities presented by the evolv-
ing smart grids. The benefits brought by the
presence of service providers in the deployment
of smart grids include [1]:

•The development of a growing market for
third parties to provide value-added services and
products to customers and electric utilities.

•The decrease in cost of business services
due to competition brought by the open market.
For example, installation and management ser-
vice providers are responsible for installing
smart electric devices (e.g., smart meters), com-
petitions among them will lower the price of
installing smart meters.

•A decrease in purchased energy as customers
become active participants in the power supply
chain. For example, some farms now offset ener-
gy costs by producing electricity using solar pan-
els and wind turbines. With the help of service
providers, farmers can even sell excessive gener-
ated energy back to the utility, thereby further
reducing, and possibly eliminating, energy costs.

Another example is home/building energy
management based on dynamic pricing which
can significantly reduce the electricity bill. Dur-
ing off-peak periods, electric power is relatively
less expensive and thus can be used without
restrictions (e.g., diverted to energy storage). On
the other hand, during peak periods when the
price is high, some appliances (e.g., washer,
plug-in electric vehicle) will be powered by
stored energy or turned off [3].

DESIGN PRINCIPLES OF
SECURE SERVICE APPLICATIONS

Price information, meter data, control commands,
software, total power consumption information
(for billing), device information (e.g., device type
and device ID), and subscription information (e.g.,
user registration and service related information)
are the core information exchanged in service
applications which we consider in this article. With
the development of smart grids, while more types
of information will be exchanged, these core infor-

Figure 2. Cyber security threats on smart grid communications.
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mation types provide a comprehensive sample of
security issues in service applications.

We now examine the security level of the
core information types with respect to the main
security properties in typical service applications.
Here, we take home/building energy manage-
ment and billing as examples.

Home/building energy management: Confiden-
tiality of meter data and device information is very
important, because such information exposes cus-
tomer habits and behaviors. Certain activities,
such as watching television, have detectable power
consumption signatures. For all applications, con-
fidentiality of software should not be critical
because the security of the system should not rely
on the secrecy of the software, but on the secrecy
of the key materials. Except device information,
integrity of all other core information is very
important. For instance, injecting false prices, such
as negative pricing, will lead to power shortage or
other significant damages on the target region.

Billing: Confidentiality of total power con-
sumption is not important, because it contains
little information about user and corporate
usage privacy. Confidentiality of price informa-
tion should be non-critical, and service providers
can simply broadcast price information to the

residential meters. However, integrity of price
information is very important because fake price
information can generate huge financial impacts
on electricity markets. Availability and non-repu-
diation of price information are critical due to
serious financial and possibly legal implications.

Table 1 summarizes the security level of the
core information types with respect to cyber
security properties in different service applica-
tions. “High” implies that the property of certain
information is very important/critical, and “medi-
um” and “low” classify properties that are impor-
tant and non-critical, respectively. Besides,
“N/A” classifies properties that are not applica-
ble. Based on this classification, designers of
security protocols for specific applications can
focus effort on the most critical issue first.

SECURE COMMUNICATION AMONG
ELECTRIC UTILITY, CONSUMERS, AND

SERVICE PROVIDERS

Figure 3a depicts the communication procedure
among an electric utility, consumers, and service
providers, which is advocated by recent research

Table 1. Security level of the core information types with respect to cyber security properties in different service applications.

Application category Information type Confidentiality/
privacy

Integrity/
authentication

Non-
repudiation

Availability Authorization

Customer
management

Subscription Intermediate High High Low N/A

Software N/A High N/A N/A Low

Installation and
management

Subscription Intermediate High High Low N/A

Device information High N/A N/A Low Intermediate

Software N/A High N/A N/A Low

Home/building
energy management

Meter data High High Intermediate Low Intermediate

Commands Low High Intermediate High Intermediate

Subscription Intermediate High High Low N/A

Device information High N/A N/A Low Intermediate

Software N/A High N/A N/A Low

Price Low High Intermediate High N/A

Billing Total power
consumption

Low High Intermediate Low Low

Subscription Intermediate High High Low N/A

Software N/A High N/A N/A Low

Price Low High Intermediate High Low

Account management Subscription Intermediate High High Low N/A

Software N/A High N/A N/A Low
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work [5]. Here, the service providers are compa-
nies entirely separated from the electric utility. A
consumer interacts with the electric utility to
select a service from a service provider and grants
permission to the service provider by notifying the
electric utility to share his/her information. Then,
the electric utility interacts with the service
provider to indicate the service requested by the
consumer and provide the consumer’s informa-
tion. Such a communication procedure is ineffi-
cient as a consumer has to indirectly deliver
his/her information to a service provider through
the help of the electric utility. More importantly,
it is insecure because the electric utility may share
the consumer’s information to other unauthorized
organizations or misuse it for its own purposes.
We consider home energy management service
provider as an example. A consumer needs to
submit real-time electric usage statistics and
device information to the service provider through
the electric utility. However, the electric utility
may not need to know these information.

To address the security weakness and effi-
ciency problem of the traditional communication
procedure, a novel secure communication proce-
dure is suggested as follows.

As shown in Fig. 3b, a consumer directly inter-
acts with a service provider and submits his/her
information. Then the service provider only needs
to transmit the service information such as com-
mands (e.g., cutting down the electric power of a
particular consumer) to the electric utility. With
the employment of the following public key infra-
structure, a consumer will be able to directly estab-
lish contracts with service providers for individual
electrical devices and use the smart meter to relay
messages between internal devices and the service
provider in a secure way. The electric utility acts as
the authoritative CA in providing public key certifi-
cates for the smart grid entities (i.e., smart meters
and service providers). Each smart meter chooses
its public/private key pair and registers with the

electric utility, and then obtains a public key certifi-
cate for its identity and public key. The public key
certificate and the electric utility’s public key are
stored in every smart meter before installation. In
order to be able to serve consumers, service pro-
viders follow the same procedures to obtain public
key certificates for their identities and public keys.
Then the service providers will be able to establish
contracts with individual consumers for devices
that they support. The smart meter will limit com-
munication with only contracted service providers
whose certificates are valid. To ensure the security
of distributing public key certificates, instead of the
electric utility, the law authority (e.g., local police
office) can act as the CA in the smart grid. In a
similar fashion, the electric utility registers with the
law authority, and then obtains a public key certifi-
cate for its identity and public key.

In order to optimize the grid and manage the
demand in a much more efficient way, con-
sumers have to share information with the ser-
vice providers. However, in some circumstances,
consumers’ information may be misused by some
service providers. Therefore, the trust of service
providers should be limited. Moreover, dishonest
consumers and inside attackers should be pin-
pointed with the cooperation of the law authori-
ty. To address these challenges, it is suggested to
deploy a novel privacy-preserving yet account-
able authentication framework based on this
new secure communication procedure. This will
be discussed in detail in the next section.

PRIVACY-PRESERVING YET
ACCOUNTABLE AUTHENTICATION

FRAMEWORK

The creation of smart grids, especially as house-
hold devices become more and more intelligent
and service providers become more involved in

Figure 3. Secure communication procedure among electric utility, service providers, and consumers: a) traditional approach; b) the pro-
posed approach.
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household power monitoring and management,
brings more challenges with respect to security,
privacy, and accountability:

Security: Due to the highly distributed and
inherently insecure nature of wireless networks,
it is essential for service providers to enforce
access control to cope with free riders and mali-
cious attacks. Dynamic access to the service pro-
viders should be subject to successful
authentication based on properly pre-established
trust between consumers and service providers.

Privacy: It is critical to provide adequate con-
sumer privacy, especially in contexts such as
smart meter privacy. Depending on the roles and
the available resources, adversaries can be out-
siders (e.g., eavesdroppers, other consumers) or
insiders (e.g., service providers and the electric
utility). The wide deployment of smart grids
becomes possible only after the smart grid sys-
tem provides the ability to maintain their desired
level of anonymity.

Accountability: Dishonest consumers and
inside attackers should be pinpointed with the
cooperation of the law authority.

In addition, security and privacy of
wireless/wired networks is usually achieved
through a trusted third party such as key distri-
bution or management center, but the establish-
ment and maintenance of this entity in such a
distributed environment is not trivial. Thus,
achieving security, privacy, and accountability
without involving any trusted third party is of the
most concern in pushing the success of smart
grids for their wide deployment and supporting
value-added services.

We further illustrate the importance of the

above requirements by considering the following
application scenarios:

•We consider a service provider for energy
consumption analysis as an example. Only autho-
rized consumers who have registered with the
service provider can get the service. The privacy
of consumers must be guaranteed in the sense
that the power usage reports of a consumer
should be protected, while the law authority
should be able to reveal the sender identity of
the report for any disputed event.

•The electricity usage management service
provider is responsible for managing a consumer’s
energy savings profile, and coordinating the smart
grid demand response (DR) of all household
devices and other DR products in the consumer’s
home [6]. For both billing purposes and avoiding
abuse of service resources, it is also essential to
prohibit free riders and only allow subscribed
consumers to access the service. On the other
hand, a subscriber might not want anyone includ-
ing the service provider to associate his/her identi-
ty with the electricity usage information.

RELATED STUDIES IN THE LITERATURE
Despite the necessity and importance, security and
privacy research in the smart grid communication
network is still in its early stages, especially with
respect to an authentication framework with the
involvement of service providers. In the literature,
some schemes have been proposed for achieving
security in the smart grid (e.g., [7, 8]). Identity-
based cryptosystems have been demonstrated to
be feasible for providing a zero-configuration
encryption and authentication solution for end-to-
end secure communications [7]. Based on public
key cryptography, a model has been proposed to
ensure the privacy and integrity of communicating
parties within the smart grid [8]. We observe that
protecting consumers’ identity privacy and provid-
ing accountability have not been studied yet.

The existing privacy-aware cryptographic
primitives are not applicable to achieve the goal
discussed above. Ring signature and blind signa-
ture algorithms can only provide irrevocable
anonymity, while here it demands user account-
ability and hence revocable anonymity. Group
signature algorithms do provide revocable
anonymity. That is, a group signature scheme
allows any group member to sign a message on
behalf of the group using its member secret key
without revealing its identity. Any pair of signa-
tures generated by the same group member can-
not be linked together by any entity except the
trusted group manager. Any signed message can
be verified using the group public key. Moreover,
different from blind signature and ring signature,
in exceptional cases such as a legal dispute, a
group signature can be opened by the group
manager to reveal unambiguously the identity of
the signature’s originator. However, the revoca-
tion capability of group signature algorithms
degrades consumer privacy protection because
when directly applied to smart grids, either the
electric utility or service providers, who usually
serve as the group managers, will always be able
to track each consumer. This is not desirable,
especially in a smart grid where the electric utili-
ty and service providers are not highly trustwor-
thy. According to the above analysis, it is clear

Figure 4. Trust and key management model of the proposed privacy-preserving
and accountable authentication framework.
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that simultaneously achieving authentication, pri-
vacy, and accountability is still an open challenge
in the smart grid communication network.

OUR PROPOSED APPROACH
Figure 4 shows our proposed trust and key manage-
ment model. It involves three kinds of entities: elec-
tric utility, service providers, and consumers
organized in groups. Here, the service providers are
companies entirely separate from the electric utility.
Each consumer group is a collection of consumers
according to contacted service provider. For exam-
ple, a consumer group consists of all consumers
who have registered to the same capacity bidding
program service provider. Our protocol does not
rely on the existence of a trusted third party, and
thus is more feasible in practice. In this case, the
trust of all entities is limited. Thus, any entity
should be prevented from compromising user priva-
cy. Each consumer group has one group manager
(i.e., the service provider) responsible for distribut-
ing member secret keys, adding and removing con-
sumers. Before accessing a service provider, each
consumer has to enroll in the consumer group
whose manager thus knows the real identity of the
consumer. The electric utility generates the system
parameters and group private key, and keeps the
group private key secretly. Upon receiving a regis-
tration request from a service provider, the electric
utility delivers the system parameters to this service
provider. Then, as the group manager, the service
provider generates the group public key. For the
purpose of non-repudiation, the electric utility, ser-
vice providers, and consumers sign on their mes-
sages under a standard digital signature scheme.

Such a key management scheme is based on the
principle of “separation of powers” and possesses a
number of salient features. First, from the point of
view of access control, each legitimate consumer
with a valid member secret key can generate a valid
access credential (i.e., the group signature of a fresh
access request). The validity of this access creden-
tial can be verified by the service provider through
the group public key. Hence, access security is guar-
anteed. Second, our protocol divides the group pri-
vate key and the mapping of the member secret
keys to the identities of the consumers among two
autonomous entities: the electric utility and service
provider. Electric utility knows the group private
key, but not the mapping of the member secret
keys to the identities of the users; as the group
manager, a service provider knows the mapping of
the member secret keys to the identities of the con-
sumers, but not the group private key. As a result,
given an access credential generated by a consumer,
neither the service provider nor the electric utility
can determine consumer’s identity or compromise
his/her privacy. Therefore, user privacy is enhanced.
Finally, with the help from both electric utility and
user group manager, only the law authority can link
any communication session to the corresponding
consumer who is responsible. Thus, in case of ser-
vice disputes or frauds, the law authority can pre-
cisely identify the responsible consumer and hold
him/her accountable. Hence, user accountability
can be attained as well.

To achieve the goal of the proposed frame-
work, we need to modify the key generation and
tracing phases of the existing construction of a
group signature. Here, we choose the short group

signature proposed by Boneh and Shacham [9] as
an example, which is secure and considered to be
best suited to wireless communication applica-
tions. As shown in Fig. 5, first, the electric utility
generates the group private key gmsk (called the
private key of the group manager in [9]) and sys-
tem parameters, keeps the former secretly, and
distributes the latter to each group manager (i.e.,
each service provider). With the system parame-
ters, each group manager selects a random num-
ber γ as the private key, and then computes the
group public key gpk. After that, the group man-
ager delivers the group public key gpk to each
group member. The group manager keeps the
mapping between each individual consumer i and
his/her corresponding member secret key gski =
(Ai, xi) (called a user’s private key in [9]), where
xi is a number randomly picked for each user,
and Ai is computed from xi and γ. Also, signing
and verification algorithms are kept same as the
original group signature construction [9].

It should be noted that in order to trace a con-
sumer, one has to know the corresponding Ai value
of the consumer’s gski. Only with such knowledge
can one connect an access credential (i.e., signa-
ture generated by the consumer’s member secret
key) to the consumer and thus trace the consumer.
With the proposed adoption on group signature
construction, the electric utility knows the group
private key, but does not know the mapping
between the consumer and the user’s member
secret key. Thus, the electric utility cannot link a
signature to the corresponding consumer who is
responsible. The group manager knows the map-
ping between the consumer and the user’s member
secret key (Ai, xi). But without knowing the group
private key, the group manager cannot recover Ai,
which essentially disables it from tracing a particu-
lar consumer by the signature he/she generated.

When the law authority decides to track a par-
ticular attacker who is responsible for a certain
communication session, the law authority transmits
the group signature to the electric utility, and the
electric utility verifies that the group signature is

Figure 5. The proposed privacy-preserving and accountable authentication
framework based on Boneh’s group signature scheme.
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valid, uses the group private key to obtain the con-
sumer’s Ai, and then reports Ai to the law authori-
ty. After that, the law authority delivers Ai to the
user group manager, the manager can look up the
mapping to find the corresponding consumer iden-
tity, and then reply to the law authority. At this
point, with the help of the electric utility and the
user group manager, only the law authority gets to
know about which particular consumer is responsi-
ble for the communication session in audit.

Table 2 presents the measured running time
for each phase of our proposed approach, which
is tested on laptop PCs with different computa-
tional power. Type A pairings (./param/a.param)
of the Pairing-Based Cryptography Library (ver-
sion pbc-0.5.12) are used in our implementation.
We have performed the same experiment 10,000
times and taken an average over them. Here we
consider a 1.6-GHz laptop PC as an example.
Generating a member secret key gski, signing a
10-byte message, and computing a consumer’s Ai
(for tracking) take 8.726 ms, 80.925 ms, and 100.9
ms for a service provider, a consumer, and the
electric utility, respectively. From the table, we
can see that our framework is efficient in practice.

CONCLUSION AND OPEN ISSUES
In this article, we argue that the involvement of
service providers in the smart grid poses a series
of new security and privacy challenges. We have
proposed a new secure communication procedure
among the smart grid entities. Compared with
traditional approaches, the proposed procedure is
superior in the aspects of security features and
communication/computation efficiency. We have
also proposed a mechanism to achieve privacy-
preserving yet accountable authentication frame-
work without relying on any trusted third party.

The work described above demonstrates that
a rethinking of the commonly used methods is
required to address the new security concerns.
Thus, a concerted effort by the industry, the
research community, and the policy makers is
required to achieve the vision of a secure smart
grid. Here, we point out some more important
challenging issues that need to be addressed in
the context of service provision security.

ESTABLISHMENT OF REGIMEN OF CONSUMER
AND SERVICE PROVIDER PROTECTIONS

Governments of a nation (or region) need to
establish a national (or regional) regimen of
consumer and service provider protections in

smart grids. Such rules should be tantamount to
the HIPAA (Health Insurance Portability and
Accountability Act) for the health industry, in
which laws would identify the rules of the road
for how sensitive data (e.g., subscription infor-
mation, customer data) are collected, to whom
they are exposed, and the consequences of infor-
mation abuse. Because these laws will help cus-
tomers, service providers, and electric utilities to
assess risk, they could dramatically increase
smart grid adoption.

An employee of electric utilities or service
providers who is authorized to access smart grid
system resources can execute actions that are
difficult to detect and prevent. Moreover, privi-
leged insiders know the deployed defense solu-
tions well and hence can find ways to circumvent
them. High accessibility to smart grid compo-
nents provides opportunities to escalate an
authorized access to a powerful attack [3].

For example, the Google PowerMeter service
receives real-time usage statistics from installed
smart meters. Subscribers to this service can
visualize their usage via a customized web page.
Although the final privacy policy of this service
is yet to be announced, early versions have the
possibility of allowing the company to use this
information for commercial purposes. Besides
this type of opt-in services, subscribers also have
little control over the use of power information
delivered to utility companies. Unfortunately,
currently in the United States, there are no fed-
eral laws or regulations that clearly define the
protections of energy usage data, and it is
unclear how existing privacy laws apply to cus-
tomer energy usage [2]. Thus, future works
should consider how to establish a regimen for
assessing such malicious insiders. 

EFFECTIVE CYBERSECURITY SOLUTIONS FOR
SERVICE APPLICATIONS

Research and development of effective cyber
security technologies require understanding cur-
rent and emerging smart-grid infrastructure, par-
ticularly its constraints and opportunities.
Depending on where the solution will be
employed, developers should carefully consider
the relevant security and efficiency requirements
(e.g., integrity, scalability, adaptability). For
example, currently, numerous security protocols
exist in service applications, such as Secure
Sockets Layer/Transport Layer Security proto-
cols, Internet Protocol Security, and Secure
Shell. However, these protocols are inapplicable

Table 2. Running time for each phase of our proposed privacy-preserving and accountable authentication
framework.

Generate gmsk
and system
parameters

Com-
pute gpk

Compute
gski

Sign Verify Track

Time (CPU = 1.6 GHz) (ms) 26.049 8.720 8.726 80.925 90.628 100.900

Time (CPU = 2.4 GHz) (ms) 17.491 5.871 5.734 54.199 60.647 67.653

Time (CPU = 3.1 GHz) (ms) 13.370 4.485 4.437 41.580 46.729 51.997
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on some low-power devices (e.g., consumer-
owned home appliances) or constrained net-
works (e.g., HANs). Thus, lightweight protocols
should be developed and deployed to secure ser-
vice applications.

DOS/DDOS RESISTANCE OF
SERVICE PROVISION

Because service providers and customers (e.g.,
electric utilities and consumers) are connected
over a heterogeneous network, an adversary can
launch a DoS/distributed DoS (DDoS) attack
against various grid components including smart
meters, communication links, electric utilities,
and service providers.

For service provision, DoS/DDoS attacks are
of serious concern for two main reasons [10].
First, if the attack is successful, electricity supply
can be stopped, the consequence of which would
be extraordinarily disruptive. Second, the attacks
are fundamentally more difficult to defend
against or repel since they may take place outside
the target. Compared to other areas, service pro-
vision in smart grids is more vulnerable to
DoS/DDoS attacks due to the addition of service
providers. More important, most existing
DoS/DDoS defending techniques are inapplica-
ble in service provisions. For example, one exist-
ing approach requires the attacked system to
marshal the aid of other legitimate systems (i.e.,
service providers in this article) in the opera-
tional community and impose filters to discard
the attacking traffic closer to its point of origin.
However, service providers may not be willing to
cooperate because they often belong to different
owners.
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